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Glossary

Abbreviation Description
HE Higher Education
KTT Knowledge and Technology Transfer
LE Large Enterprise
LTEM Learning-Transfer Evaluation Model
MBT Model-Based Testing
PDPP Planning, Development, Process, and Product evaluation
ROI Return of Investment
SME Small and Medium-sized Enterprise
VET Vocational Education and Training
WP Work Package
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Executive summary

WP3 in ENACTEST performs characterization of industry needs about testing. There are two high
level viewpoints that are considered in performing the work in WP3: strategies that companies apply
to provide training to their employees, and also the way knowledge transfer is done among team
members. D3.1is the first deliverable from this work package in which we report on the focus group
studies and interviews that we have done with different industrial actors, and how they do
knowledge transfer. We also do a preliminary analysis of trends for software testing training.
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1 Introduction

The main goal of WP3 in ENACTEST is to categorize the industry needs and pains with regard to
technical and skills of testing in order to identify topics and skills that are fundamental to include in
academic curricula. Towards this goal, we study the practice of testing in industry in order to clearly
identify their needs taking into account two aspects: the training strategies that companies need to
apply to their employees, and the knowledge transfer among team members. To perform such
observations, we will use focus groups with key actors and we apply data analysis of the existent
data of these processes in industry. In this deliverable, we report on results of the focus group
studies that we have performed with our industrial actors.

This deliverable is structured as follows. First, we provided a list of training needs for test by the
ENACTEST partners in WP3 providing our perspective about upcoming trends and thus needs for
specific topics in testing education. Then, we delve into the design of the focus group studies,
introduce the industrial actors, and provide a thematic analysis of the result and observations from
the performed focus group studies. The main theme in these focus group studies have been
regarding professional training in industry and knowledge transfer (e.g., for onboarding of new
employees/graduates as testers a team). Based on the results and observations from the focus
group studies, we conclude the deliverable by providing overall reflections and a vision statement
from the ENACTEST partners.

The content of this deliverable and the results reported here will also be used as a basis for
performing the rest of the activities in WP3,

2 Training Needs for Testing - ENACTEST Perspective

Considering the increasing role of software systems and digital services in our daily lives as well as
in industry on one hand, and the emergence and growing adoption of new technologies such as Al
and language models on another hand, there is a constant need to come up with better software
testing techniques. This is particularly important to be able to address the peculiarities of modern
software systems. For software testing education, this means that we need to be aware of the needs
of industry, and include appropriate learning modules and training materials in our courses to
prepare students with respect to the upcoming trends.

In this deliverable and through the following subsections, we first introduce a set of training needs
for testing with a five-year perspective that have been identified by ENACTEST partners based on
various sources, such as scientific articles in the literature, previous/ongoing research projects, and
business and market reports (e.g., Gartner). At the end of the deliverable, we then revisit and provide
a recap on testing needs taking into consideration the inputs from focus group studies performed
with our industrial actors. The details of the focus group studies will follow in Section 3.

ENACTEST
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Description and motivation: With the ever-growing complexity and size of software systems, manual
testing is no longer scalable and applicable in many scenarios. Therefore, higher degree of
automation in testing is necessary and expected [1]. Thus, there is a constant need to develop new
testing techniques and solutions that can cope with the size and complexity of modern software
systems. In this regard, automation in the test process is needed to improve scalability and also to
help companies to decrease their time-to-market in order to stay competitive in the market.

Description and motivation: As adoption of Al techniques and technologies becomes readily
available and cheaper, more systems incorporate Al/ML-based functions and components. For
example, according to IBM's Global Al Adoption Index 2021 report, 74% of the companies are
exploring or deploying Al'. However, the lack of Al skills and data complexity were seen as
prominent challenges. Therefore, the need for verification, validation and of Al systems becomes
even prominent. Testing of such complex systems is an open challenge that is gaining more and
more attention to meet the needs of modern software systems.

Description and motivation: The rapid proliferation of loT devices, which is projected to reach 50
billion by 2030, underscores the need for advancements in testing methodologies, especially as
these devices handle sensitive data. The increasing trend towards automated testing, as
demonstrated by constructing human-like sentences for voice assistants, anticipates a growing
demand for skilled professionals in 10T testing over the next five years. The growth of loT highlights
the importance of training programs that equip professionals with the skills to effectively test
interconnected devices. In 2023, the convergence of loT growth and testing advancements will be a
focal point for both consumers and developers, shaping the industry's trajectory?.

Description and motivation: Testing software systems is a laborious and often manual activity.
Therefore, with many other open challenges identified, test management and automation are seen
as the most challenging areas within software testing [2]. Smart approaches that are driven by Al
have been the focus of literature for many years [3]. However, there are still open problems and
challenges that need intelligent solutions to effectively reduce testing efforts. Therefore, the use of
Al in software testing automation will see increasing attention in the coming years.

An example of a useful Al to integrate into software testing education is ChatGPT [4]. By
understanding ChatGPT's capabilities, strengths, and weaknesses in software testing education,
potential areas where Al can enhance training programs can be identified. This can help determine

1“IBM's Global Al Adoption Index 2021”, available online,
https://filecache.mediaroom.com/mr5mr_ibmnews/190846/1BM%275%20Global%20A1%20Adoption%20In
dex%202021_Executive-Summary.pdf , accessed Jan 2024.

2 Top software testing trends to look out for this year. Testsigma Blog. (2023). available online,
https://testsigma.com/blog/top-software-testing-trends-to-look-out-for-in-2022/#l0T_Automation_Testing,
accessed Jan 2024.
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how Al can be integrated into software testing processes and identify the potential benefits and
limitations of using Al models like ChatGPT. Furthermore, considering the latest advancements in
Al technology can provide valuable insights into the design of our training programmes for highly
skilled professionals. This will equip students with the necessary skills to keep up with the ever-
evolving trends in software testing.

Description and motivation: With the ever-growing complexity and size of software systems, the
need for customizations from the customers, and the compliance to regional standards, software
product line engineering (SPLE) is increasingly used to engineer for reusability, customization and
to address the above-mentioned challenges [5, 6]. The use of SPLE means more variants of the
system to be maintained and tested [7]. Nevertheless, these variants share a great deal of common
features that are often already tested. This necessitates new delta-oriented testing approaches that
avoid redundant testing efforts and focus only on the untested part of the variants®. Therefore, a
higher degree of automation in product line testing is necessary and expected.

Description and motivation: In the first quarter of 2022, the National Vulnerability Database (NVD)
listed more than eight thousand vulnerabilities in various systems in production®. In addition,
according to statistics by Bitdefender, 76% of all applications have at least one security
vulnerability. Additionally, half of all these vulnerabilities remain unfixed six months after
detection®. This means most of the software systems we use daily are likely to be vulnerable to
cyber-attacks.

This could be explained by lack of knowledge about security and secure programming in computer
science students [8]. Nevertheless, initial results also indicate that teaching about security mindset to
students also make them better testers [9]. Therefore, to address increasing cybersecurity challenges,
testing techniques and curriculum need to include more on security testing.

Description and motivation: Agile and DevOps adoption are here and now widely accepted, with 77%
of software development teams applying them .. They are currently the top two mentioned models
and principles. It is worth mentioning, however, that 23% of organizations are still using the more
transitional Waterfall model, something that may be explained by the fact that many teams
continue supporting legacy projects using such models. BDD and especially FDD are growing
traction, as well, and we expect to see these continue to rise in the coming years ¥,

With the use of such methodologies, where collaborative and communicative processes and tools
are a fundamental part of software development, soft skills are paramount for Testers.

*ITEAXIVT international project: eXcellence in Variant Testing, Project duration: 2018-2022,
available online, ,accessed: Jan 2024

4 “National Vulnerability Database, available online”,
® Ericka Chickowski , “10 Stats on the State of Vulnerabilities and Exploits”, available online,
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Communication skills, although not new to software testing, is currently considered the number
one soft skill by the industry®.

Description and motivation: Continuous Integration / Continuous Deployment pipelines have
become standard in the industry, and they are an essential part of the overall quality process of any
development organization. It is interesting and even somewhat worrisome that an important
percentage of Testers are either not aware of their CI/CD pipeline or even if they are aware of it, they
are not an active participant in the process’.

It is therefore essential that Testers skill-up on practices such as continuous testing and DevOps,
applying test automation within CI/CD pipelines.

Description and motivation: In 2023, we continued to see the rise in years of experience, supporting
the claim that software testing is no longer perceived as a stop towards other positions within the
R&D department, but rather a profession on its own’. 2023 showed that now 40% of all Software
Testers have 10+ years of experience.

It is apparent that testing software now predominantly depends on solid previous experience in
methodology, technology, and tools.

Description and motivation: Companies in different domains may have and be subject to different
standards that can also influence their development and testing processes (e.g., in safety-critical
domains and requirement to show 100% code coverage or the ISO 29119)%. New graduates often may
not know about such scenarios and how standards can affect the testing process and require different
testing approaches (see Section jError! No se encuentra el origen de la referencia.).

Description and motivation: Quantum computing is expected to surpass classical computing in
important areas, making it necessary to fully understand its impact on software testing [10]. Testing
quantum software is complicated due to the unique characteristics of quantum physics, which
present challenges that require innovative testing techniques. Current trends in quantum software
testing involve statistical approaches and the use of Hoare-like logics. Reversible circuit testing is
also emerging as a significant area of research. Looking ahead, the next five years are expected to
see an increase in demand for professionals who can navigate the changing landscape of quantum
software testing with expertise. As quantum technologies advance, it is essential to take a proactive

® PractiTest Ltd, “The state of testing report 2023”, Available online: https://www.practitest.com/state-of-
testing/

" PractiTest Ltd, “The state of testing report 2022”, Available online: https://www.practitest.com/state-of-
testing/

8«|SO/IEC/IEEE 29119-1:2022 Software and systems engineering Software testing” available online,
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approach to training and skill development to meet the growing demands and effectively address
the intricacies of testing quantum software.

3 Practice of Testing and Training

To gather data about current practices in software testing training and knowledge transfer within
industry, we use proven qualitive research methods. In particular, we use focus group and interview
studies with some representative companies that the WP3 team has access. Section 3.1 details the
procedure and study design, Section 3.2 presents demographic on key actors and participants in
the study. Finally, in Section 3.3, to Section 3.5, presents the obtained results.

Figure 1 shows the study design that started with planning the sessions and interviews. During the
planning phase (A), a series of meetings were conducted to draft an instrument for the study. Then,
the instrument was reviewed by the whole consortium and a final instrument was produced to be
used for conducting the studies with key actors. This was followed by the session and transcription
(B), and thematic analysis (C). This section briefly presents the procedure used to obtain and
analyze the results.

Plannlng ofthesessions | emmemmeee e g :

Draft Instrument I Refined Instrument ' Final Instrument ) Focus QVOUP 1

Consortium Review
@ 92

/ Thematic Analysis = < < :
© : vs! =) / Focus group 2 \ .
/ Group 1 Sl : |
™ —) ' !
—_ Q & 4—”E‘~£>+ = '
— ‘ ) pa————_ . 1 ) ! :
—_— A =) Group 2 : :
Final Thematic Map \
o Group 3 Industrial
\ ThematcMaps ~ Jranscripts (B)Sessions and Transcription } ___ Actors

FIGURE 1 STUDY PROCEDURE

A. Planning of the sessions

As mentioned, an initial instrument was drafted by the ENACTEST partners with contributions in
WP3. Four experts from the consortium participated in generating the initial draft of the instrument.
To divide the work better the instrument was split into three parts, covering data collection for
testing training, knowledge gaps, and knowledge transfer. The creation of the instrument was
guided by the common terminologies used in the field of software testing. The produced initial
instrument was reviewed, refined, and reordered by all four members of the consortium in WP3
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meetings. Finally, the whole ENACTEST consortium was invited to review and refine the instrument
which resulted in a final three-part instrument. Below, we briefly summarized the topics that the
questions covered in the produced three-part instrument.

Part 1: Software Testing Training
- Demographics of software testing trainings at the participant’s company
o  Type (internal or external), and Topic
- Mode of Delivery of trainings given at the participant’s company
o  Delivery mode (virtual, on-site), Evaluation method (Exercises, questionnaire, example cases),
training material used (slides, case studies, software)
- Adequacy of the training to current needs
o Theory vs practice, Interaction, learning evaluation, things missing from the trainings.
Part 2: Knowledge Gaps and Void
- Gapsin software testing education, trainings, business knowledge, tooling, and current practices
- Needed skills from a five-year perspective.
- Waysto fill the gaps.
Part 3: Knowledge Transfer
- Knowledge transfer process at participant’s company
o Mode and direction of transfer (formal or informal), Budged assignment
- Mediums of knowledge transfer
o Types of sessions, Tools used, and material used for facilitating knowledge transfer

In parallel, while drafting the initial instrument, a diverse set of industrial actors were identified,
workingin a total of six domains. The key industrial actors were informed about the study and asked
to provide list of potential participants that would be relevant to the study. Based on convenience
sampling, a total number of 12 participants was reached that participated in the two focus group
sessions and the interviews. We refer readers to Section 3.2 for more details about the background
of the participants.

B. Sessions and Transcription

Three working groups were formed in the ENACTES WP3 consortium to conduct the sessions and
transcription. The working groups were also responsible for analyzing the collected data and
reviewing the reported results of the other groups. After the final instrument was drafted (step A)
and participants were sampled from the industry (left part of Figure 1), the three working groups
organized three sessions based on availability of all the participants. The selected participants who
agreed to participate in the sessions were briefed in advance about the ENACTEST project and the
session in an email. Two sessions were planned and executed as focus groups, following the
guidelines [11]. In addition, the third working group used interview as a research method to collect
data from three interviews. All the sessions used the same study instrument that was produced as
output of step (A) of Figure 1.

In the actual sessions (step B of Figure 1), consent for recording was obtained from the participants
and the sessions were recorded. The sessions lasted from one hour to up to two hours and included
ashortintroduction to the objectives of the project and the activity itself.

ENACTEST
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The recorded audio files of the session were transcribed and anonymized to omit any confidential
information. The transcription of three interviews and two focus groups resulted in a total of 70
pages of Word documents that were again subjected to anonymization of confidential information.
The resultant documents were analysed following the guidelines for the commonly used analysis
method for qualitative data, thematic analysis [12].

C. Thematic Analysis

Qualitative data could be analysed in a number of different ways. In our case, we use the commonly
applied thematic analysis approach following the guidelines proposed by Braun and Clarke [1]. We
introduce some important background concepts related to thematic analysis as follows.

— Themeis an abstraction of a commonly occurring pattern within qualitative data.

— Sub-Theme is an abstraction of a sub-pattern within a theme.

— Codes act as labels assigned to chunks of qualitative data (such as sentences) for indexing.

— A Thematic Map is a visual or tabular representation of the extracted themes, sub-theme,
and codes.

As mentioned, three working groups were formed by the ENACTEST WP3 team that took each
session's transcript for analysis. Following the cited guidelines, each transcript was independently
coded by each group. The coded transcripts were analysed for reoccurring themes and subthemes.
As a result, three thematic maps were derived from the two focus group sessions and the interviews.
Members of the working groups reviewed each other's coded transcripts and thematic maps. The
three working groups are currently collecting all the extracted themes and sub-themes in a
collective thematic map where the themes will be ranked based on the frequency of occurrence in
the transcripts.

The current resultant thematic map contains more than 60 themes and sub-themes with
frequencies. In the following sections, we present the results in a traceable manner where the
themes are linked to sub-themes and codes and are supporting by additional evidence (quotes)
from the actual transcripts. Note that the quotes from the transcript (in italics) are rewritten for
better readability and context is added in [squared brackets].

Focus group 1:

The first set of participants for the first focus group were selected based on convenience. To enable
diversity in data collected, the domain chosen for the first target group were the safety-critical
transportation domain of the railway industry. Acompany in Sweden was approached to participate
in the study and were briefed about the ENACTEST project. We managed to recruit five participants
from the railway industry working in two different teams. We ensured diversity among the selected
participantsin their roles, experiences, and gender. Nevertheless, every participant worked (directly
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or indirectly) in software testing, verification, and safety compliance in their daily work with
experience ranging from a year to 15 years.

Focus group 2:

The second set of participants--- for a second focus group ---were recruited from the web/mobile
application development domain. For this set of participants, we recruited experienced developers
and testers based on convenience sampling with experience ranging from 8 to 15 years. Below, we
briefly summarize the background of the participants.

Participant 1: 15 years of experience in testing within various sectors performing manual testing,
test automation, quality control for certification, external and internal audits.

Participant 2: 10+ years of QA experience within various sectors focusing on manual testing, test
automation for web and mobile applications.

Participant 3: 8 years of QA experience, mainly working with testing automation for web and other
applications.

Participant 4: 10 years of QA experience, focusing on both manual and automated testing for web,
mobile and backend applications.

Interviews:

1. Interviewee 1 and 2: Both representing Partena Professional, brought a combined view from
both a technical and operational standpoint. Their experiences added depth to the
discussions, especially in terms of integrating technical expertise with business objectives.
They currently mostly focus on optimization and standardization within projects at the
company.

2. Interviewee 3, from Robovision, provided a unique viewpoint based on their role in
overseeing software testing processes. Their contributions shed light on the managerial and
strategic aspects of software testing and training. Interviewee 2 has more than 20 years in
Test Management and Test automation. As Test Program manager, Interviewee 2
coordinated several programs where multiple agile test teams were working together (in
parallel) to make a program delivery in the same release.

3. Interviewee 4, representing Daedalus, brought insights from their experience in software
development and testing. Their perspective was particularly valuable in understanding the
practical applications of testing methodologies within a corporate setting. With more than
15 years of experience in the healthcare industry, they gave insights into how testing is done
in their company.
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Results from Focus group 1: In this section, we present the results of the thematic analysis with
supporting evidence from the transcript.

1. Professional training

1.1. When participants were asked about professional training in their company, the participants
highlighted that the internal onboarding process is seen as a start for training new employees.
Additional material (such as a verification guidelines specific to each project) supplementing the
onboard training is also provided to the employees. Participants highlighted that these trainings
are given in-class when a number of employees join the company at once.

“When we have a new employee, there is an onboarding process with materials and internal courses.
We have offered a type of in-class courses internally when we had several new people joining at the
same time.”

1.2. However, these professional trainings are not always focused on software testing. Participants
highlighted that they develop safety-critical systems and therefore, the standards often dictate the
professional training and certification. For example, in some cases, an internal validator may
require a special certification as a requirement to work on a project.

“So, the standards ask us that we need to ensure that the personnel which are working on some
activities should have the required knowledge. One way to assess this knowledge is to get ISTQB
certification for that resource.”

1.3.In addition, the most commonly used method to train new employees is through mentorship. A
mentor is assigned to the new employees who often assign various tasks to the new employees. This
mentor is typically an experienced employee working at the company for many years and they
typically encourage learning through experience. For example, new employees are often assigned
tasks within running projects and their work is constantly reviewed and feedback is given to them.

“We use mentorship [as training]. So, we have experienced testers who basically [help train the]
testers. They explain the tooling, the different abstraction levels we are testing at and soon...”

2. Challenges and adequacy of training

2.1. Various challenges relating to professional training could arise in an industrial setup. The time
required to acquire domain knowledge or learn something new could be challenging. When asked
about the challenges and adequacy of such trainings, participants agreed that the training time is
always limited and wished they had more time. Since learning through experience often requires
working on running projects, meeting project deadlines may create a perception of limited time and
pressure.

“[What is missing from such trainings is] more time ...”

ENACTEST
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However, teams that follow a software product-line engineering (SPLE) approach could to a certain
point avoid such limitations. In an SPLE setup, some participants suggested that there is more time
for employees to learn in the standard product (domain engineering) team compared to the
application team. This is because the application team has to meet certain deadlines, while on the
other hand, the domain engineering team has no hard deadlines to meet.

“In the standard product, you [as mentor] can take a bit more time to double check that person's work,
give feedback [and they can] attempt again.”

2.2. In addition, participants of the focus group mentioned that there is a need for a refresher
course/training for new employees as often they are out of touch.

“We need to have, one or two more sessions. [Ideally, in a] classroom, where we refresh their basic
fundamentals about testing. For example, what is boundary testing?”

2.3. & 2.4. However, the need for domain knowledge and knowledge about the system under test is
still required in order to test. New employees can have knowledge about testing, but they may find
it hard to apply it in a new context. Participants highlighted that the lack of domain knowledge
creates a learning curve for the employees new to the project or the company. In addition, the
participants mentioned that trainings in software testing could teach you what exists in the area,
but how to apply them in the context of the application is crucial and often missing from trainings.

“We may know a lot of things, but when it comes to applying that in the specific domain, that is very
challenging. (...) [For example,], especially with the new graduates, they may know the theory. Like
what is equivalence testing or boundary value testing? But the application in not that simple and this
is what [they] struggle [with].”

2.5. Another challenge with trainings that the participants highlighted is the balance between
theory and practical work. Participants highlighted that some training might focus too much on
theory and lack practical relevance.

“The classroom trainings; They are too much for the new graduates to sink in. The best way of learning
is to work on smaller parts [of the systems] in guidance of a mentor and they try to learn and apply.”

2.6. The participants further highlighted that the nature and the behaviour of the person could also
affect the effectiveness of such trainings. Extroverted people tend to ask more questions and might
be able to learn quicker, while on the other hand, introverted people might take more time to learn.

“I've observed that shy newcomers tend to learn slower than people who are very outgoing. They ask
questions!”

2.7. Finally, another challenge that the participants mentioned was the narrow applicability of such
training particularly, if they are in the process. They mentioned that some training might not apply
to all projects across the company. In many cases, new training might be required for new projects.
However, the basic knowledge is still applicable.

“Processes differ from the project to project. So, it depends, | can learn one process in one project and
then I can be thrown to another project and learn [another process].”
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3. Evaluation of the training

3.1. & 3.2. When asked about how such trainings are evaluated, participants suggested that such
trainings are often evaluated with the progress of the employee in their work in the projects.
Furthermore, participants pointed out that mentors also assign exercises and give feedback on the
work. Additionally, the mentor’s and line manager’s feedback could also be used as the basis for the
evaluation of training.

“We take feedback from the mentor or line manager. We see that if it's going well or otherwise. The
output of what is being achieved with the training can be clearly seen. (...) [But], if the mentor wants
to give a small exercise, it's up to the mentor.”

4, Knowledge Gaps

4.1. & 4.2. When asked about knowledge gaps in software testing, we got various answers
highlighting many gaps. Since the participants belong to the control systems industry, they
highlighted that in new graduates, there is a lack of knowledge of domain-specific tools and new
graduates often struggle to explore such tools that are outside their comfort zone. For example,
Simulink is one such example of the toolchains that software engineers are often not comfortable
with. Even if software engineers used such tools in courses, they still lack knowledge of using such
tools in practice.

“A lot of the software engineering people tend to not feel comfortable in Simulink. (...) I think definitely
there could be a better training in in such tools.”

4.3. Also, new graduates do not typically have experience in practical cases. The participants
highlighted that in new graduates, there is a lack of practical case-based experience in domain-
specific toolchains. They mentioned that schools are good at teaching development languages, but
industries (such as theirs) generate most of the code.

“[In one course we took, they taught us MATLAB so] you can do your assignments, we weren’t really
learning. We were learning the tool itself. | think schools are better at [teaching things like] C++. But
when you move to industries, where you don't really write the code by hand, you generate code.”

4.4. Participants highlighted that even though new graduates have had courses on software testing,
they lack the tester’s “mindset”. They highlighted that new graduates’ experience with testing is
often limited to testing their own code in a few courses and are rarely given an opportunity to
develop the mindset of a tester.

“[New graduates] rarely had the role of a tester and were given no opportunity to develop the mindset
of a tester. Because if you work both as a programmer and as a tester in courses, then you don't really
want to find faults in your code. But if you are really a good tester, then you will be really motivated in
finding faults. So, I think they need to be trained in both testing and development.”

4.5. & 4.6. In line with the other themes, participants highlighted that new graduates often lack
domain knowledge, knowledge of safety standards processes, and problem-solving skills. They
mentioned and agreed that tool and processes could be learned by new graduates but learning how
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the software and hardware work for testing take longer because it requires domain knowledge. In
addition, safety standards necessitate certain processes that new graduates are not often familiar
with. They mentioned that courses on such topics in addition to teaching problem solving could
help.

“Learning the process and the tools can take a few months. However, learning about the software and
what the software should do and how the hardware works and things like that takes a few years. (...)

Problem-solving skills are something that would be good if students have {(...)

I would also say, we struggle a lot is with teaching processes. Processes are a really important part
where we really struggle to teach our young graduates.”

5. Future needs and trends

5.1. When asked what important trends and needs the participants observed in their industry, the
participants agreed that testing for security is becoming increasingly important in the railway
industry. In addition, testing for other quality attributes is also becoming crucial. Having skills in
testing quality would be nice to have in new graduates.

“One aspect is cyber security, definitely. It is needed in new testers. They should know the [basic
concepts of] cyber security and security testing in general. Like, how to identify threats, vulnerabilities,
and then security analysis, and design principles for that.”

5.2. Another occurring group of sub-themes were cantered around the use of Al and ML-based
solutions to automate various testing and software engineering tasks. One trend that participants
mentioned was the use of data-driven approaches for early fault detection.

“The issues that we are getting are a lot when the trains are in production. We are working a lot in
exploring how we can reduce such issues and detect the earlier with data.”

5.3. & 5.4. Participants also mentioned various trends in automation via Al. They agreed that
automated code generation, test generation and automated static code reviews could soon
become a reality in the industry. They mentioned that the safety-critical nature of their industry
would only transition to such automation if humans are kept in the loop.

“So, how do you make sure that it takes less time to develop the software? [Through Al]. Such that it
cost less money so that you are more competitive. (...)

I am personally looking forward to the new testers, who have this skill of generating test is
specifications with NLP. New testers having this Al/ML knowledge can complement testing activities.

(..)

Code review protocol: We have to do that manually through Excel sheets and then upload it. | think it
should be automated with AL.”

6. Knowledge transfer
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6.1, 6.2, 6.3, & 6.4. When asked how knowledge is transferred in the company, the participants
mentioned that documentation, project history and meeting recordings are used to communicate
knowledge. In addition, one-to-one sessions (often with a mentor) are another way to transfer
knowledge. Furthermore, formal handover sessions are common for project handovers particularly,
when a team member is handing over responsibility to another. Finally, participants also mention
the use of SharePoint for sharing company-wide knowledge about testing and development.

“The best way to transfer knowledge is to direct communication in one-to-one sessions.”

“[In addition,] let's say the project goes into another phase, we also have a formal handover given to
that team to describe the set of activities {...)

I have given a couple of handovers to different teams in another country. When we think such
knowledge transfer would be helpful for other departments or other projects, generally, we
disseminate. | can remember at least one such handover, which | have given for one project and then |
have simply put it on our internal portal for the whole company.”

TABLE 1 THEMATIC MAP OF THE TRANSCRIPT FOR FOCUS GROUP 1

Themes Sub-themes and codes

1. Professional training 1.1 Onboarding process and documentation is used as training
1.2 Standards dictates training

1.3 Mentorship is often supplemented with learning through experience to train new
employees

2. Challenges and adequacy 2.1 Time and resources are limited
of training
2.2 Need of a refresher training

2.3 Lack of domain knowledge creates a learning curve
2.4 Training teaches the ‘What’ but ‘How’ is still unclear
2.5 Training could also focus too much on theory

2.6 People behaviour towards learning might have an effect on the results of training

2.7 Generalizability of trainings (not applicable across departments)

3. Evaluation of the training 3.1 Trainings are evaluated based on individual progress or exercise

3.2 Feedback from mentor and line manager used as evaluation of training

4. Knowledge gaps in fresh 4.1 Lack of knowledge of toolchains

software testing graduates
4.2 New graduates are reluctant to explore outside their comfort zone

4.3 Lack of practical case-based experience
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4.4 Lack of test-driven development mindset
4.5 Lack of specific domain knowledge and problem solving

4.6 Lack of knowledge about standard processes

5. Future needs and trends 5.1 Security/safety (quality) testing is becoming increasingly difficult and important
5.2 Early fault detection with Data analytics
5.3 Automatic programming and testing with Al as a tool

5.4 Automated code reviews

6. Knowledge Transfer 6.1 Documentation, project history and recordings are used as a means for knowledge
transfer

6.2 One to one sessions and mentor-mentee approach
6.3 Formal handover sessions

6.4 Public portal and repositories

Results from Focus group 2: In this section, we present the results of the thematic analysis with
supporting evidence from the transcript.

1 Professional training

1.1 When participants were asked about the professional training given in their company, they
explained how the company manage training for their employees where the process is that
employees receive general training but for more specific training, they proactively request the
training they like to do.

“When people are onboarded, they receive general training, those who want to do specific training or
who need it, raise a request that’s evaluated and then this is how they are provided that specific
training”

1.2 Training such as programming languages and Al certification were mentioned as training people
looked for.

“We have people who have done training on Java and Al certification”

“Important thing is that we have strong knowledge on tools”
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1.3 Non-mentored training is also mainly online, both online in-person with a trainer and pre-
recorded training using platforms like Udemy and LinkedIn Learning.

“So, the learning platforms that we use the most are Coursera, Udemy, LinkedIn Learning, this is like
the three business licences that the company has. If | not mistaken guys”

2 Challenges and adequacy of training

2.10neofthe challenges noted with training was mainly finding to the time to actually attend online
training, as you do it your own time.

“When you take the training on your own, you always need to take time out of day-today work or do it
in your free time and sometimes you just don't have this time”

2.2 Another challenge is not having the connection you typically developed with trainer with in-
person training when you use online pre-recorded training.

“I prefer to have interaction with the trainer as it's easier to focus on the training, so I think it's better
do training in person”

2.3 It was also pointed out the training could be more adequate if training was less theoretical and
more practical, including more real examples.

“I could say what I need is more practical training, sessions are usually theoretical and with not many
examples”

3 Evaluation of training

3.1 When asked whether training was evaluated when applying it to their day-today testing, they
mentioned it wasn’t, but it would be good to have a training portal to have continued access to
training materials and where your knowledge could be continuously assessed would be good and
the trainer could still provide support.

“I'would say it could be really useful to have like a space where questions can be asked and at some at
some point during a short time of period you will be answered”

4 Knowledge gaps

4.1 When participants were asked about the current gaps and voids in the knowledge that Software
Testers possessed, quality standards and guidelines were mentioned, stating that Testers are
currently quite technical, but they seem to lack the application of quality standards and general
guidelines.

“Testers possess a lot of technical knowledge, but still fall short on basic quality controls”

4.2 Artificial Intelligence was then mentioned as a gap currently needing to be filled:
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“Al is developing so fast in the technology sector, and we need to keep growing in parallel with it”

4.3 Then security testing was mentioned as a void, and although Software Testers have some
knowledge at best, they currently don’t have enough knowledge about it.

“Yep, apart from All think that most of the testers don't have a lot of knowledge during the security
testing. Cyber security is also growing well, not only cyber security in general, but the attacks being
used. So, we need to improve our knowledge here in the in the security testing”

5 Future needs and trends

5.1 The group concluded that Al testing and security testing are big topics on the agenda that are
considered as skills needed in the coming future, see previous section 4.

5.2 Not only that, but applying quality standards, acquiring domain knowledge, and maintaining
soft skills oriented towards communication and team collaboration were mentioned.

“Well, communication first of all! You always need to know how to communicate. | think that you need
always to be optimistic and focus on teamwork. You need to communicate to the team in a positive
manner.”

5.3 Knowledge about the end user was also mentioned.

“When testing software, you need to consider how a user may behave, for example just clicking more
than once in the same window and see if the software behaves OK”

5.4 A triangle-mix of product, business and engineering knowledge was also mentioned, where
software testers need to be highly knowledgeable in all three aspects.

“To work on the triangle that it's product, business and engineering, you have to understand the three
sides of it. You cannot only focus on the technical side of things, as you lose product vision, which help
you understand how to meet requirements. And then there’s the business side, where we need to know
how to communicate and present the product to customers. So, it's like a triangle for me, that's my
understanding and what | have seen during the years, and believe is something that we need to start
focusing on”

6 Knowledge transfer

6.1 When participants were asked about by what means they think such gaps and voids could be
filled, they responded saying for soft skills, collaborative sessions like 3 amigos sessions and
brainstorming sessions could be useful, working with other disciplines within the team.

“Maybe brainstorming or something like that, just to get ideas to elaborate on, so I think it's a good
idea to perform brainstorming sessions”
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6.2 They also mentioned that on-boarding, mentoring, informal one-to-one sessions, documenting
knowledge as well as attending events attending conferences were all good mediums for
transferring knowledge.

6.3 They mentioned that knowledge was transferred within their organisation was both formal and
informal. Informal in the way that the way teams were set-up greatly facilitated the way knowledge
was transferred, that is, how teams worked within Agile Scrum Chapters. Formal in the way that
knowledge was internally documented, centralised and formed part of their official on-boarding
process.

“We have teams set-up in chapters. If knowledge is to be transferred from the team to let’s say a new
team member, knowledge can be transferred inherently to and from the new team member due to the
close proximity of the team”

6.4 Participants said knowledge was documented and centralised in a common repository, Jira
Confluence, where the repository and team members who contributed to it, acted as a formal body
of knowledge.

“Within the QA department, we have an internal documentary repository, Confluence, where
everything related to QA is stored and can be easily accessed. Our on-boarding process makes use to
this repository for new joins”

6.5 Again, participants mentioned that mentoring was used to directly transfer knowledge from an
experienced QA engineer to a new team join. However, they also mentioned the danger in only
relying on person-to-person knowledge transfer and the importance of storing knowledge tangibly
in a common centralised knowledge repository, as if all knowledge is stored only in the people who
work in the team, the day the team member is sick or leaves is a big disadvantage.

“Basically, the important thing here to document knowledge in a common repository and not just rely
on one-to-one mentoring, as the day a person is sick or leaves the team the knowledge they had goes
with them”

TABLE 2 THEMATIC MAP OF THE TRANSCRIPT FOR FOCUS GROUP 2

Themes Sub-themes and codes

1. Professional training 1.1 General training is given to onboard new hires and then they request any specific
training they’s like to do

1.2 Training such as programming languages and Al certification is typically given and
knowledge on testing tools is considered important
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1.3 Non-mentored training is mainly online, both online in-person with a trainer and
pre-recorded training

2. Challenges and adequacy
of training

2.1 Trying to find the time to do online training outside your day-to-day work

2.2 Training is mainly pre-recorded and online, so the connection you build with the
trainer with in-person training is lost

2.3 Training is sometimes too theoretical and needs to be more practical

3. Evaluation of the training

3.1 0nline training portal to provide continued support and to assess acquired
knowledge

4. Knowledge gaps in current
industry experts

4.1 Quality standards and guidelines
4.2 Al testing

4.3 Security testing

5. Future needs and trends

5.1 Al testing and security testing are big topics on the agenda for the future
5.2 Quality standards, domain knowledge and soft skills

5.3 Knowledge about the end-user

6. Knowledge Transfer

6.1 Collaborative and braining storming sessions, like 3-amigos

6.2 On-boarding, mentoring, informal one-to-one sessions, documenting knowledge
as well as attending events attending and conferences

6.3 Formal and informal knowledge transfer

6.4 Documented and centralised in a common repository acting as a body of
knowledge

6.5 Not to only reply on person-to-person knowledge transfer

Each participant's background and organizational context enriched the discussions, offering a

comprehensive view of the varied practices and challenges in software testing across different

sectors of the tech industry. Their contributions were crucial in understanding the nuances and
complexities involved in knowledge transfer and the development of testing skills within
professional environments.

Results from the interviews:

1. Professional training:
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Internal Training: all of our participants indicated that the biggest part of their
trainingis coming from internal trainings. The focus was on the practical application
of on-the-job training, mentorship, and internal workshops. For instance,
interviewee 4 mentions: “Mentoring new testers highlights the importance of
experiential learning in the field. Because they have so much different procedures and
working instructions that need to be followed, they start with small blocks who then
gradually are added to make sure every specific profile gets the whole package.”
They have technical and non-technical people, so they try to mix and match
different skills (in healthcare and testing) to train each other to create the best
employee.

Utilization of Tools: In one of the company’s Azure DevOps was frequently cited as
a pivotal tool, underscoring the reliance on specific software for testing and project
management. They spend quite some time on training their new people on how to
use the tool and test plan. Mostly to make sure that everybody works on the same
way and has the same methods.

Formal Training: There was a notable gap in the adoption of formalized, external
training programs, with a preference for customized, in-house methodologies.
Throughout the different interviews we see that they used to choose for more
people who are certified or had more formal training, but shifted to people who they
train themselves on the in-house methodologies. Specially at Robovision they state
that “it takes up to 6 months to train an employee. After that people get the
opportunity to follow an ISTQB foundation training and to get certified. If not
successful, this is still an objective, and they need to pay it themselves when not
passing the exam.”

2. Challenges:

1.

Training Disparities: The inconsistency in training approaches was a recurrent
theme, leading to varied levels of expertise and skill sets among testers. What makes
it difficult to get all trainings standardized. As stated by interviewee 2: “It can take
up to 6 months to get people up and running on the technical side of testing and the
business side of testing. Where of course the functional part is the most difficult.”
Therefore, they make a combination of hands-on/ on -the job training combined
with basic trainings on test techniques and others.

Structured Training Need: The demand for more unified and structured training
frameworks was evident, aimed at standardizing skill levels across teams. Where
the focus on this mostly is put on getting everything standardized was at Partena
Professional, they are looking for a one way of working with tools and design of the
test plan. And even use CTG as main trainer to get this up and running for there
employees.

Technical vs. Business Skills: Balancing the technical aspects of software testing
with an understanding of business processes and objectives was identified as a
crucial challenge. As there is no one ideal tester in this world, this is for the 3
companies the hardest part. Getting them trained on both topics, as seen as
possible, because the longer it takes the more expensive it gets. Here you can see
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that within the different companies they are looking for skilled an educated persons
but are still willing to set up a training program to get them to the best level.
3. Evaluation of the training: 1,2 and 3:
Depending on which company your are looking at everybody has it’s own way. The most
important one is that they have a mentor that gives them continues feedback and
suggestions throughout their work. Which leaves the possibility to continuously improve
their work and gain as much knowledge as possible. On the other had you see that
interviewee 3 still highlights “the importance of receiving the certification of an ISTQB
foundation. That also is used as an objective within the company.”
4. Knowledge gaps: 1,2 and 3:

The most difficult part is to find the people that fit the profile. Who have knowledge on
testing and in the domain. This is not easy to find. Therefore, they need to continually
upgrade both technical and business skills was emphasized as a key to future success in the
field. In all interviews the importance of incorporating more advanced testing techniques,
particularly in areas like risk management and performance testing, is identified. These are
area’s where the different companies now see they have a gap. Or they try to train their
employees to close this gap, but as indicated by Frederic they also try to use the right tools
in the right way to support them there or the other option like Wouter suggested is to high
new profiles with experience in the tool.
The expanded analysis provides a more in-depth understanding of the focus group
discussions, offering a comprehensive view of the current practices, challenges, and future
directions in software testing and knowledge transfer. The integration of specific
participant quotes and detailed thematic breakdowns further enriches the academic
quality of the section.

5. Future needs and trends: 1,2 and 3:

We all know that one of the hottest topic’s right now is Al, interviewee 3 indicates that “from
them that will be the biggest need for the future, people me have methodological experience
and knowledge of Al. Today they need to train there people 3-6 months before they are added
value.” Next to that, we also see a trend that is there for a few years already, but is getting
bigger again, BDD, TDD and any kind of modern software engineering principles. Companies
try to adopt these principles but seem to have difficulties in finding people wo have
experience in these topics and are already trained on these topics. Wouter also indicated
that people with experience and knowledge in these topics are very hard to find, same for
the agile principles.

6. Knowledge transfer: 1,2 and 3:

Two of the interviewees identified that “they are using confluence as the basis for all
necessary documentation.” It mostly is used as a kind of wiki to stack all training materials,
topics, slides and presentations. Next to that we see that Rik indicates that they do a QA
community every week with their manual team and next to that monthly with the complete
QA team where they work on specific topics. Which is very good to inform your employees
on topics on a very easy and open way. You create opportunities for all team members to
talk about topics that they master and, in that way, also train colleagues.
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TABLE 3 THEMATIC MAP OF THE TRANSCRIPT FOR INTERVIEWS

Themes Sub-themes and codes
1. Professional 1. Emphasis on internal training methodologies
training 2. Reliance on specific tools for testing

3. Limited use of formal external training

2. Challenges 1. Inconsistencies in training methods
2. Need for structured training frameworks
3. Balancing technical and business acumen

3. Evaluation of the 1. Upgrading technical and business skills
training 2. Adoption of advanced testing techniques
3. Focus on non-functional testing aspects

4. Knowledge gaps 1. Lack of agile knowledge
2. Lackof TDD, BDD and other principles knowledge
3. Lack of specific domain knowledge

5. Future needs and 1. Focus on security testing
trends 2. More need for Al knowledge
3. More focus on communication skills for testers

6. Knowledge transfer 1. Knowledge sharing sessions
2. Collaboration and workspace management tools
3. Formal handover sessions

4 Discussion and Reflections from ENACTEST Consortium

This section summarizes the results of two sessions and presents and discusses the most prominent
themes across the three sessions in three main sections. Section 4.1, presents the demographic of
training in the key actor’s organizations in light of the identified needs (presented in Section 3),
Section 4.2 and 4.3, presents and discuss the testing need, trend and knowledge transfer, also
referring to the identified needs for training in Section 2.

Our analysis across the three sessions with key industrial actors show that onboarding process of
these companies often share training material with new employees briefing them about way of
working, standards and processes. Thisis very wellin line with the training need we identified about
process and standards (2.10). The collected data shows a trend that most new employees again
have to learn new processes and standards when employed at a new company. This shows the lack
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of trainings and education on standard ways of working (for example the gated process followed in
safety critical systems OR test-driven development).

The analysis further indicates that trainings are then requested as the employees go forward in their
roles. Trainings are also often internal; nevertheless, a limited number of external trainings are also
used to train the employees in a specific problem area or tooling.

A very prominent and effective model of training was found in the analysis that utilizes mentorship
supplemented with learning through experience. Many of the actors uses a senior developer or
tester to train junior employees in real-word projects. This seems to be effective, as new employees
get their hands on real projects and still have a learning environment created by a senior mentor.

Training during on-boarding

Trainings based on special requests

Internal and External, Online and
On-site Trainings

Testing
trainings demographics

Mentorship and learning
through experience

FIGURE 2 A SUMMARY OF TESTING TRAINING DEMOGRAPHICS

In this section, we briefly introduce the challenges, gaps, and needs gaps in testing trainings. We
also present the trends in software testing from the perspective of the industrial actors.

We also see a trend of challenges with training in our analysis. In particular, our analysis show that
non-interactive online trainings (often pre-recorded) lack the human touch and are often not
effective. In addition, employers expect employee to find the time outside working hours to
complete such trainings. There is a need of more on-site and interactive software testing trainings
to address the current need in the market.

Another challenge we observed was the lack of balance between theory and practice, and lack of
material on new technologies. Our analysis shows that often trainings are too far away from daily
work of the employees and do not specifically address their needs. To make the training further
irrelevant, the trainings also often do not use real cases for demonstration and training materials.

Furthermore, training material could be outdated and do not account for new approaches and
advances within software testing. This is also very well aligned with the identified needs in Section
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2, where security testing and the use of Al in testing is among many identified needs that are also
confirmed from our analysis of actor’s inputs.

Soft skills & knowledge about best practices

Automated code summarization and review

Quality (security/safety) testing is becoming increasingly
difficult and important

Emerging testing
trends

Early fault detection and predictive analytics

Automation in testing using Al

Knowledge about end-users and customers

FIGURE 3 IDENTIFIED EMERGING TESTING TRENDS

Further gaps and challenges from industrial actors closely align with the identified needs in Section
2. For example, prominent patterns in data from industrial actors also show the need for domain-
specific knowledge, processes (agile and test-driven development) and standards (2.10).

In addition, among the many other trends, our analysis of the results indicates that testing for
security, testing of Al systems and use of Al in systems are prominent needs and trends. This is also
reflected in the identified needs in Section 2.

The prominent trends that we identified in data collected from the actors and the identified training
needs in Section 2 shows a great overlap and are summarized in Figure 3.

iError! No se encuentra el origen de la referencia. summarizes the knowledge transfer in actors’
organizations. Prominent results include the used of centralised repositories and recorded material
to transfer and disseminate knowledge in the organization and testing teams. Furthermore, existing
documentation and project history are also used to transfer knowledge in smaller teams (for
example, project teams). Active knowledge is transferred either with formal handover sessions for
knowledge transfer, one-to-one sessions, or collaborative workshops.
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Centralised repositories and wikis as
mean for KT

Docuemnetation, project history and
recorded materials

Knowledge Transfer (KT)
in industry

Formal KT sessions

One-to-One sessions for KT

Colloborative wrokshops and brain
storming sessions

FIGURE 4 OVERVIEW OF KNOWLEDGE TRANSFER IN INDUSTRY

5 Classification of training needs

Task 3.2 focuses on identifying commonalities among training needs from the observed focus

29

groups and interviews and collected industry data, classifying this data in a summarised in a

readable way so conclusions can be drawn.

We first applied our own expert judgement on the required training needs for software testing, see
section 2 (Training Needs for Testing - ENACTEST Perspective), and then classified the gathered
data using a code book, reflecting all aspects of the focus groups and interviews, classifying the
information using 53 codes, divided into categories and subcategories that represented the topics

and subtopics discussed within the focus groups and interviews, see Figure 5.
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Code

c10
C11
C12

C36
37
C38
€39
c40

Code Name

External training
Internal training
On-the-job training
Test methodology
Test tools
Fundamentals of testing
Domain knowledge
Testing techniques
Manual testing
Exploratory testing
Automated testing
Non-functional testing
Al training

Online training in-person

C16 Online training pre-recorded (Udemy, Linedln, etc.)
c17 In-person

Cc18 One-to-one

C19 Group training

c20 Mentorship

Cc21 Learning through experience

Cc22 On-going / continuous

Cc23 Lunch sessions

c24 Good mix of theory & pactical

C25 Too theoretical

C26 Experienced trainer

c27 Exams

Cc28 Exercises

C29 Not applicable to day-to-day context

Appllable to day-to-day context
nds on personality of trainee

Quality standards
Guidelines

Securlty testing

Test tools

New technologies
Communication skills
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This classification not only proved to quite effective but also gave us aninitial view of commonalities
within companies in the industry, for example, allowing us to make the following observations:

Internal and on-the-job training came out as the most common types of training giving

within companies, being mentioned 17 and 14 times respectively.
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e Fundamentals of testing, test techniques and domain knowledge proved to be the most
common topics currently taught to industry experts, being mentioned 18, 9 and 8 times
respectively.

e Mentoring was identified to a top delivery method for internal training, mentioned 29 times.

e The biggest challenge with training was whether it can be directly applied to day-to-day
testing, mentioned 6 times by industry experts, as well as having experienced trainers,
mentioned 8 times.

e Technical knowledge came out top with experts as something that’s important and
sometimes missing, mentioned 10 times in the sessions.

o Artificial Intelligence was the most highly desired skill that experts need to have, mentioned
9 times.

e Mentoring was the number one method used for transferring knowledge internally among
experts, mentioned 25 times.

Although these conclusions come from an initial analysis of the collected data, further analysis still
needs to be conducted to compare and contrast the obtained data in more detail and with
additional data from industry literature.

6 Summary and Conclusion

In this deliverable, we presented the results of the focus group studies and interviews that have
been done in ENACTEST to identify training needs and knowledge transfer practices of industry.
This was done in collaboration with several industrial actors that were identified by the ENACTEST
consortium.

To better highlight and extract testing needs, gaps, and current practices from the actors, we
performed thematic analysis on the collected inputs from the studies. Additionally, a separate
coding and classification of training needs was also done to identify prominent training needs in
testing education as deemed important by our industrial actors and companies who participated in
the studies.

In summary, the results reported in this deliverable can help to identify major trends and common
needs for future training needs, particularly serving as a guide to improve and extend software
testing syllabi and education.
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