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Executive summary

WP4 in ENACTEST deals with the development of teaching capsules for testing that consider the
industry needs and students' needs to facilitate teaching testing and improve students' learning
performance. This deliverable, the first deliverable of WP4, describes the curricula
recommendations in test case design and an inventory of the current practices in testing education
that we extracted both from the literature and by surveying teachers of Software Testing courses.
In WP4 we will consider these recommendations and the inventory of practice, together with the
learning needs of students and industry that will be defined by the WP2 and WP3 activities, in order
to design bite-sized proposals to improve learning testing. Follow-up deliverables, namely D4.2 and
D4.3, will report the design of and the development of the capsules that we will propose.

ENACTEST
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1. Introduction

Work Package 4 (WP4) in ENACTEST deals with developing teaching capsules for testing that
consider industry and students’ needs. Teaching capsules aim to facilitate teaching testing and
improve students' learning performance. To create such capsules, we must consider the current
practices in testing education and the curricula recommendations in test case design.

Deliverable 4.1 is the first deliverable of this work package which captures the results of Task 4.1 on
“Current practices and curricula recommendations in test case design”. Task 4.1 aims to build an
inventory of the current practices related to test case design and existing learning strategies based
on gamification, modelling, and early testing.

To build such an inventory we addressed the problem from three perspectives : (1) the Curricula
recommendations regarding software testing teaching, to build an overall idea on how the software
testing area should be addressed in undergraduate and graduate curricula; (2) the scientific
literature related to Software Testing and Test Case design teaching, to comprehend which teaching
testing practices have been described so far; and (3) the experience with testing teaching by
Software Testing teachers belonging to both academic and VET institutions from European
countries.

For each of the considered perspectives we performed different studies whose results will be
described in this deliverable, that is organized as follows.

Section 2 presents a Glossary of Terms about the Software Testing area that we developed to build
acommon framework and avoid ambiguities and inconsistencies across WP4 and all the ENACTEST
project’s activities.

Section 3 reports the analysis of different ACM Curricula recommendations we made for extracting
the topics related to software testing. In Section 4 we describe the study of the literature we
performed to define the state of the art on test case design teaching practices. In Section 5 we report
two studies that were performed to define the state of the practice in software testing teaching in
Academic and VET institutions, in the context of European countries. In Section 6 we finally report
a synthesis of our work and provide conclusive remarks.

ENACTEST



ENACTEST D4.1 Analysis of current practices of teaching testing 9

2. Definition of a Glossary of Terms about the Software
Testing area

To share a common vocabulary and avoid ambiguities and inconsistencies across the different
project activities, we decided to build a Glossary of testing related terms and concepts that will be
used in the different Work Packages of the ENACTEST project.

The Glossary extracts the basic definitions provided by the following sources:

e ISO/IEC/IEEE International Standard - Software and systems engineering --Software testing
--Part 1: General concepts"[1]

e |EEE/ISO/IEC International Standard - Software and systems engineering--Software testing-
-Part 4: Test techniques [2]

e ISO/IEC/IEEE International Standard - Software and systems engineering -- Software testing
-- Part 5: Keyword-Driven Testing [3]

e Guide to the Software Engineering Body of Knowledge Version 3.0 [4]

e  WIKIPEDIA (https://www.wikipedia.org/)

The rest of the document is organized as follows: Section 2.1 reports the general Testing Related
concepts, while Section 2.2 focuses on Software Testing Concepts, provides a High-level view on
Software Testing (Section 2.2.1), summarizes the main concepts of both Static (Section 2.2.2) and
Dynamic Testing (Section 2.2.3), provides a progressive refinement of the Dynamic Testing
Techniques (from Section 2.2.3.1 to Section 2.2.3.3), points out details on Testing Levels (Section
2.2.4), Testing Practices (Section 2.2.5), Automated Testing (Section 2.2.6), and Testing Types
(Section 2.2.7).

The purpose of the ISO/IEC/IEEE 29119 series is to define an internationally agreed set of standards
for software testing that can be used by any organization when performing any form of software
testing and using any software development life cycle. Part 1 of the ISO Standard specifies general
concepts in software testing and presents key concepts for the ISO/IEC/IEEE 29119 series.

We report a subset of software testing concepts that are extracted from Part 1 of the Standard. The
extracted concepts mostly regard the Test Design activity because they need to be primarily
considered in the execution of WP2, WP3, WP4 and WP5 of the ENACTEST project.

ENACTEST
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TABLE 1 : GLOSSARY OF TESTING RELATED DEFINITIONS FROM ISO/IEC/IEEE 29119-1:2022
Term Definition- from the ISO/IEC/IEEE 29119-1:2022 Reference
Test scenario situation or setting for a test item (3.107) used as the basis | 29119-
for generating test cases (3.85). 1:2022:
3.123
Scripted Testing testing (3.131) performed based on a documented test | 29119-
script (3.124). 1:2022:3.73
Test Script - test procedure specification 29119-
- document specifying one or more test procedures (3.120) | 1:2022:
3.124
Test Procedure sequence of test cases (3.85) in execution order, with any | 29119-
associated actions required to set up preconditions and | 1:2022:
perform wrap up activities post execution. 3.120
Test Case set of preconditions, inputs and expected results (3.35), | 29119-
developed to drive the execution of a test item (3.107) to | 1:2022: 3.85
meet test objectives (3.114).
Test Item - test object 29119-
- work product to be tested 1:2022:
3.107
Test plan detailed description of test objectives (3.114) to be | 29119-
achieved and the means and schedule for achieving them, | 1:2022:
organized to coordinate testing (3.131) activities for some | 3.117
test item (3.107) or set of test items.
Test Objective reason for performing testing (3.131). 29119-
(EXAMPLE  Checking for correct implementation, | 1:2022:
identification of defects, measuring quality). 3.114
Test part of the test plan (3.117) that describes the approach to | 29119-
strategy/Testing testing (3.131) for a specific project, test level (3.108) or test | 1:2022:
strategy type (3.130). 3.127
Note 1 to entry: The test strategy usually describes some
or all of the following: the test levels and test types to be
implemented; the retesting (3.68) and regression testing
(3.64) to be employed; the test design techniques (3.94) and
corresponding test completion criteria (3.20) to be used;
test data (3.91); test environment (3.95) and testing tool
requirements; and expectations for test deliverables.
Test Design | procedure used to create or select a test model (3.111), | 29119-
Technique OR test | identify test coverage items (3.90), and derive | 1:2022: 3.94

technique:

corresponding test cases (3.85).

ENACTEST
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EXAMPLE: Equivalence partitioning (3.31), boundary value
analysis (3.12), decision table testing (3.27), branch testing
(3.13).

Test Model representation of the test item (3.107), which allows the | 29119-
testing (3.131) to be focused on particular characteristics or | 1:2022:
qualities. 3.111

EXAMPLE: Requirements statements, of equivalence
partitions (3.30), state transition diagram, use case
description, decision table (3.26), input syntax description,
source code, control flow (3.22) graph, parameters and
values, classification tree (3.17), natural language.

Note 4: Test models are commonly used to support test
design (e.g. they are used to support test design in
ISO/IEC/IEEE 29119-4, and they are used in model-based

testing).
Test Case Design See Test Design Technique
Software Under | See Test Object

Test

This section summarizes the definitions of testing concepts that have been extracted from [1], [2],
[3]and [4].

Table 2 provides the terms and definitions about the high-level terms on Software Testing extracted
from [1].

TABLE 2 : SOFTWARE TESTING TERMS EXTRACTED FROM [1]

Term Definition- from the ISO/IEC/IEEE 29119-1:2022 Reference
Static Testing e 3.78:testing (3.131) in which a test item (3.107) | 29119-1:2022:
Techniques is examined against a set of quality or other | 3.78

criteria without the test item being executed.
e 4.1.5: Static testing is evaluation of a test item | 29119-1:2022:

where no execution of the code takes place and | 4.1.5

can be performed manually (e.g., reviews) or by

using tools (e.g., static analysis). For static | 29119-1:2022:

testing, the test item can take the form of | 4.2.4.6

ENACTEST
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documentation or source code, and it can be
performed anywhere in the life cycle.

e 4.2.4.6:Intest plans, use of static testing helps
form an optimal test strategy. Static analysis
and reviews can be applied prior to dynamic
testing and can find defects before test
execution becomes possible.

Dynamic
Techniques

Testing

Testing (3.131) in which a test item (3.107) is evaluated
by executing it.

29119-1:2022:
3.29

Testing Levels

No definition - refers to subfields in Section 2.1.3
Testing Levels.

Testing Practices

Conceptual frameworks that can be applied to the
organizational test process (3.54), the test
management process (3.110), and/or the dynamic test
process (3.121) to facilitate testing (3.131).

29119-1:2022:
3.119

Testing Types

Testing (3.131) that is focused on specific quality
characteristics.

EXAMPLE: Security testing (3.74), functional testing,
usability testing, and performance testing (3.58).

29119-1:2022:
3.130

Table 3 provides the terms and the definitions about the static testing techniques extracted from

[1].

TABLE 3 : STATIC TESTING TECHNIQUES TERMS DEFINITIONS

Term Definition- from the ISO/IEC/IEEE 29119-1:2022 Reference
Static 4.1.5: Static analysis involves the use of tools to detect | 29119-
analysis anomalies in code or documents without execution (e.g. | 1:2022: 4.1.5
a compiler, a cyclomatic complexity analyzer, or a
security analyzer for code). 29119-
4.2.4.6: Static analysis and reviews can be applied prior | 1:2022:
to dynamic testing and can find defects before test | 4.2.4.6
execution becomes possible.
Model No definition. -
Verification
Reviews Reviews and example review types are described in detail in | 29119-
ISO/IEC 20246. Reviews range in formality and include | 1:2022:4.1.5
inspections, technical reviews, walkthroughs, and informal
reviews.

ENACTEST
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Table 4 provides the definitions about the dynamic testing techniques extracted from [1].
TABLE 4 : DYNAMIC TESTING TECHNIQUES TERMS DEFINITIONS
Term Definition- from the ISO/IEC/IEEE 29119-1:2022 Reference
Structure (a.k.a. white box testing glass-box testing structural testing): | 29119-
Based dynamic testing (3.29) in which the tests are derived from an | 1:2022: 3.80
examination of the structure of the test item (3.107).
Specification | testing (3.131) in which the principal test basis (3.84) is the | 29119-
Based external inputs and outputs of the test item (3.107), commonly | 1:2022: 3.75
based on a specification, rather than its implementation in
source code or executable software.
Experience class of test case (3.85) design techniques based on using the | 29119-
Based experience of testers to generate test cases. 1:2022: 3.36

Table 5 provides the terms and the definitions about the structure-based testing techniques
extracted from [1] and [2].

TABLE 5 : STRUCTURE BASED TESTING TECHNIQUES TERMS DEFINITIONS

Term Definition- from the ISO/IEC/IEEE 29119-1:2022 / Reference
Definition- from the ISO/IEC/IEEE 29119-4:2021

Statement From ISO/IEC/IEEE 29119-1:2022 29119-

Testing 29119-1:2022:3.77 structure-based test case (3.85) design | 1:2022:3.77
technique based on exercising executable statements (3.33) in
the source code of the test item (3.107). 29119-

From ISO/IEC/IEEE 29119- 4:2021

29119-4:2021:5.3.1.1 Derive Test Conditions: A model of the
source code of the test item which identifies statements as
either executable or non-executable shall be derived.
29119-4:2021:5.3.1.2 Derive Test Coverage Items: Each
executable statement shall be a test coverage item (i.e. the test
coverage items are the same as the test conditions). Therefore,
no further action is required at this step for this technique.
29119-4:2021:5.3.1.3 Derive Test Cases: The following steps
shall be followed during test case derivation:

4:2021:5.3.1

ENACTEST
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1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;
2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;
3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;
4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.
Branch From ISO/IEC/IEEE 29119-1:2022 29119-
Testing 29119-1:2022:3.13 structure-based test case (3.85) design | 1:2022: 3.13
technique based on exercising branches in the control flow
(3.22) of the test item (3.107). 29119-
4:2021:5.3.2
From ISO/IEC/IEEE 29119- 4:2021
5.3.2.1 Derive Test Conditions: A control flow model that
identifies branches in the control flow of the test item shall be
derived. Each branch in the control flow model shall be a test
condition.
5.3.2.2 Derive Test Coverage Items: Each branchin the control
flow model shall be a test coverage item (i.e. the test coverage
items are the same as the test conditions). Therefore, no further
action is required at this step for this technique.
5.3.2.3 Derive Test Cases: The following steps shall be followed
during test case derivation:
1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;
2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;
3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;
4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.
Decision From ISO/IEC/IEEE 29119-1:2022 29119-
Testing 29119-1:2022:3.28 structure-based test case (3.85) design | 1:2022:3.28
technique based on exercising decision outcomes (3.24) in the
control flow (3.22) of the test item (3.107). 29119-

From ISO/IEC/IEEE 29119- 4:2021

5.3.3.1Derive Test Conditions: A control flow model of the test
item that identifies decisions shall be derived. Decisions are
points in the test item where two or more possible outcomes
(and hence sub-paths) may be taken by the control flow.

4:2021:5.3.3
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5.3.3.2 Derive Test Coverage Items: The decision outcomes
from each decision shall be identified as test coverage items.
5.3.3.3 Derive Test Cases: The following steps shall be followed
during test case derivation:

1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;

2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;

3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;

4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.

Branch
Condition
Testing

From ISO/IEC/IEEE 29119- 4:2021

5.3.4.1 Derive Test Conditions: A control flow model of the test
item that identifies decisions and conditions within decisions
shall be derived. Decisions are points in the test item where two
or more possible outcomes (and hence sub-paths) may be taken
by the control flow.

5.3.4.2 Derive Test Coverage Items: In branch condition
testing, all Boolean values (true/false) of the condition(s) within
decisions shall be identified as test coverage items. The decision
outcomes shall also be identified as test coverage items.
5.3.4.3 Derive Test Cases: The following steps shall be followed
during test case derivation:

1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;

2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;

3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;

4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.

29119-
4:2021:5.3.4

Branch
Condition
Combination
Testing

5.3.5.1 Derive Test Conditions: A control flow model of the test
item that identifies decisions and conditions shall be derived. In
branch condition combination testing, each decision shall be a
test condition.

5.3.5.2 Derive Test Coverage Items: Each unique feasible
combination of Boolean values of conditions within each
decision shall be identified as a test coverage item. This includes
simple decisions, where combinations consist of two individual
Boolean outcomes of a single condition within a decision.
5.3.5.3 Derive Test Cases: The following steps shall be followed
during test case derivation:

29119-
4:2021:5.3.5
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1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;

2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;

3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;

4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.

MCDC Testing | From ISO/IEC/IEEE 29119-1:2022 29119-
3.47: structure-based test case (3.85) design technique based | 1:2022: 3.47
on demonstrating that a single Boolean condition (3.21) within
a decision (3.23) can independently affect the outcome of the | 29119-

decision.

From ISO/IEC/IEEE 29119- 4:2015

5.3.6.1 Derive Test Conditions: A control flow model of the test
item that identifies decisions and conditions shall be derived. In
modified condition decision coverage (MCDC) testing, each
decision shall be a test condition.

5.3.6.2 Derive Test Coverage Items: Each unique feasible
combination of Boolean values of conditions within a decision
that allows a single Boolean condition to independently affect
the outcome of the decision shall be identified as a test coverage
item. Whether a condition independently affects the outcome of
a decision is shown by varying only that condition while holding
all other possible conditions to fixed states.

5.3.6.3 Derive Test Cases: The following steps shall be followed
during test case derivation:

1. Identify control flow sub-path(s) that reach one or more
test coverage items that have not yet been executed
during testing;

2. Determine the test inputs that will cause the control
flow sub-path(s) to be exercised;

3. Determine the expected results from exercising the
control flow sub-paths(s) by applying the corresponding
test inputs to test basis;

4. Repeat steps a) to ¢) until the required level of test
coverage is achieved.

4:2021:5.3.6

Data Flow
Testing

In data flow testing, a model of the test item shall be derived
that identifies control flow sub-paths through the test item,
within which each definition of a given variable is linked to
subsequent use(s) of the same variable and within which there
has been no intervening redefinition of the variable’s value.

29119-
4:2021:5.3.7
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In data flow testing, each definition-use pair for a variable in the
test item is a test condition.

There are several forms of data flow testing, which are all based
on the same test conditions. The five forms defined in the part
of ISO/IEC/IEEE 29119 are: all-definitions testing, all-c-uses
testing, all-p-uses testing, all-uses testing, and all-du-paths
testing.

Table 6 provides the terms and the definitions about the specification-based testing techniques
extracted from [2].

TABLE 6 : SPECIFICATION BASED TESTING TECHNIQUES

Term Definition- from the ISO/IEC/IEEE 29119-4:2021 Reference
Equivalence 5.2.1.1 General: Equivalence partitioning is based on | 29119-4:2021:
Partitioning exercising equivalence partitions. These equivalence | 5.2.1
partitions are derived based on the expectation that values
within a partition should be treated similarly by the test item.

5.2.1.2 Create Test Model: A test model shall be created that
identifies the equivalence partitions for the test item. A
suitable test model shows the various functions expected to
be performed by the test item from which equivalence
partitions can be derived. These functions can be considered
as a set of processes, which can be decomposed into input
processes, internal processes, and output processes. The
functions described in the test item’s specification can
typically be used to identify its internal processes.
Consideration of the inputs and outputs of the test item can be
used to help determine its probable input and output
processes.

Equivalence partitions should be identified for both valid and
invalid functions (leading to both valid and invalid outputs)
and valid and invalid inputs to the test item. In this context,
invalid functions are those that are not included in the
specification, and which cannot reasonably be expected to be
included in a correct implementation of the test item.
Similarly, invalid inputs are those that should either be
ignored by the test item or cause the test item to output an
error message. Equivalence partitions for a test item can
overlap, and in some situations, one partition can be a subset
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of another partition. By adding detail to the test model, further
equivalence partitions can often be derived, often as subsets
of existing partitions. As more detail and partitions are added,
the number of test cases required to fully exercise the test
model is likely to increase.

5.2.1.3 Identify test coverage items: Each equivalence
partition shall be identified as a test coverage item.

5.3.6.3 Derive Test Cases: Test cases shall be derived to
exercise the test coverage items (i.e. the equivalence
partitions). The following steps shall be used during test case
derivation:

a) Decide on an approach for selecting combinations of test
coverage items to be exercised by test cases. Two common
approaches are:

1. one-to-one, in which each test case is derived to cover
a specific equivalence partition;

2. minimized, in which the minimum number of test
cases is derived to cover each equivalence partition at
least once.

NOTE: Other approaches to selecting combinations of test
coverage items to be exercised by test cases are described in
5.2.5.

b) Select test coverage items for inclusion in the current test
case based on the approach chosen in step a).

¢) Identify input values to exercise the test coverage items to
be covered by the test case and arbitrary valid values for
any other input variables required by the test case.

d) Determine the expected result of the test case by applying
the inputs to the test basis.

e) Repeat steps b) to d) until the required level of test
coverage is achieved.

Classification
Tree Method

5.2.2.1 Create Test Model: The classification tree method
shall use a test model that partitions the input domain of the
test item in terms of “classifications” and represents them
graphically in the form of a classification tree. Each
classification consists of a complete and disjoint (non-
overlapping) set of “classes” (values the classifications can
take). These classes may be further classified (even
recursively) into sub-classifications and sub-classes,
depending on the level of rigor required in the testing.

29119-4:2021:
5.2.2
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NOTE: The process of partitioning in the classification tree
method is similar to equivalence partitioning. The key
difference is that in the classification tree method, the
partitions (which are classifications and classes) are
completely disjoint, whereas in equivalence partitioning, they
can overlap depending on how the technique is applied.

5.2.2.2 Identify test coverage items: There are two
approaches for identifying test coverage items for
classification trees:

a) When the required test coverage is based on “minimality”,
then the test coverage items shall be identified as the
classes represented by leaf nodes in the classification tree.

b) Whentherequired test coverage is based on “maximality”,
then the test coverage items shall be identified as unique
combinations of the classes represented by leaf nodes in
the classification tree.

5.2.2.3 Derive test cases: Test cases shall be derived to
exercise the test coverage items. When deriving test cases,
combinations of classes are included in each test case. The
following steps shall be followed during test case derivation:

a) Based on the selected coverage criterion, select a
combination of classes for inclusion in the current test
case that has not already been covered by a test case.

b) Identify input values for any classes that do not already
have an assigned value in the current test case.

¢) Determine the expected result of the test case by applying
the inputs to the test basis.

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

Boundary
Value Analysis

5.2.3.1 Create Test Model: Boundary value analysis shall use
a model of the test item that partitions the inputs and outputs
of the test item into a number of ordered sets and subsets (i.e.
partitions and sub-partitions) with identifiable boundaries,
where each boundary is then used to identify test coverage
items.

5.2.3.2 Identify test coverage items:

One of the following two options for the identification of test
coverage items shall be used:

1. two-value boundary testing; or

29119-4:2021:
5.2.3
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2. three-value boundary testing.

For two-value boundary testing, two test coverage items shall
be identified for each boundary, corresponding to values on
the boundary and an incremental distance outside the
boundary of the equivalence partition. This incremental
distance shall be defined as the smallest significant value for
the data type under consideration.

For three-value boundary testing, three test coverage items
shall be identified for each boundary, corresponding to values
on the boundary and an incremental distance each side of the
boundary of the equivalence partition. This incremental
distance shall be defined as the smallest significant value for
the data type under consideration.

5.2.3.3 Derive test cases:
Test cases shall be derived to exercise the test coverage items.
The following steps shall be used during test case derivation:

a) Decide on an approach for selecting combinations of test
coverage items to be exercised by test case. Two common
approaches are:

1) one-to-one, in which each test case is derived to
exercise a specific test coverage item;

2) minimized, in which test coverage items are included
in test cases such that the minimum number of test
cases are derived to cover all test coverage items at
least once.

b) Select test coverage items for inclusion in the current test
case based on the approach chosen in step a).

¢) Identify arbitrary valid values for any other input variables
required by the test case that were not already selected in
step b).

d) Determine the expected result of the test case by applying
the input(s) to the test basis.

e) Repeat steps b) to d) until the required level of test
coverage is achieved.

Syntax Testing

5.2.4.1 Create Test Model: Syntax testing shall use a formal
model of the inputs to a test item as the basis for test design.
This syntax model is represented as a number of rules, where
each rule defines the format of an input parameter in terms of
“sequences of”, “iterations of”, or “selections between”
elements in the syntax. The syntax may be represented in a
textual or diagrammatic format.

5.2.4.2 Identify test coverage items: In syntax testing, test
coverage items shall be identified based on two goals: positive

29119-4:2021:
5.2.4
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testing, in which test coverage items are identified to cover the
valid syntaxin various ways, and negative testing, in which test
coverage items are identified to deliberately violate the rules
of the syntax. Test coverage items for positive testing are
known as “options” of the defined syntax, whereas test
coverage items for negative testing are known as “mutations”
of the defined syntax.

The following guidelines may be used to identify
“options” (although alternative guidelines may be
used where appropriate):

a) Whenever selection is mandated by the syntax, an
“option” is identified for each alternative provided for that
selection.

b) Whenever an iteration is mandated by the syntax, at least
two “options” are identified for the iteration; one with the
minimum number of repetitions and the other with more
than the minimum number of repetitions.

¢) Whenever iteration is mandated with a maximum number
of repetitions, at least two “options” are identified for the
iteration; one with the maximum number of repetitions
and the other with less than the maximum number of
repetitions.

d) To identify “mutations”, the defined syntax may be
mutated in various ways, often dependent on the
experience and creativity of the tester.

5.2.4.3 Derive test cases: Test cases for syntax testing shall
be derived to cover the identified options and mutations. The
following steps shall be used during test case derivation:

a) Decide on an approach for selecting combinations of test
coverage items to be exercised by test cases, where two
common approaches are:

1) one-to-one, in which each test case is derived to
exercise a specific option or mutation; or

2) minimized, in which options and mutations are
included in test cases such that the minimum number
of test cases are derived to cover all options and
mutations at least once.

NOTE: Using a minimized approach for mutations can lead to
such unrealistic test inputs that it can be unlikely that the test
item will fail to identify the test input as invalid.
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b) Select test coverage items for inclusion in the current test
case.

¢) Identify input values to exercise the test coverage items to
be covered by the test case and arbitrary valid values for
any other input variables required by the test case.

d) Determine the expected result of the test case by applying
the inputs to the test basis.

e) Repeat steps b) to d) until all identified options and
mutations are exercised.

Combinatorial
test  design
techniques

5.2.5.1 Overview: Combinatorial test design techniques are
used to systematically derive a meaningful and
manageable subset of test cases that cover the test
model and the associated test coverage items that are
derivable during testing. The combinations of interest
are defined in terms of test item parameters and the
values these parameters can take. Where numerous
parameters (each with numerous discrete values)
must interact, this technique enables a significant
reduction in the number of test cases required without
compromising functional coverage.

5.2.5.2 Create test model: All combinatorial test design
techniques shall use a test model comprising a set of P-V pairs
that combines each of the test item parameters (P) taking on
each of their possible values (V). The test item parameters
represent particular aspects of the test item that are relevant
to the testing, and often correspond to the input parameters
to the test item, but other aspects may also be used. For
unconstrained test item parameters, it may first be necessary
to apply other test design techniques, such as equivalence
partitioning or boundary value analysis, to reduce the large set
of possible values for a parameter to a manageable subset.

5.2.5.3 All Combination Testing: In ‘all combinations’
testing, the test coverage items shall be members of the set of
all unique combinations of P-V pairs, such that each
parameter is included at least once in the set. Test cases shall
be derived in which each test case exercises one unique
combination of P-V pairs.

5.2.5.4 Pair-wise testing: In pair-wise testing, the test
coverage items shall be unique pairs of P-V pairs, where each
P-V pair within the pair is for a different test item parameter.
Instead of all possible combinations of the parameters (as was
required for all combinations testing), this technique covers all
possible pairs of the selected values within the total set,

29119-4:2021:
5.2.5

ENACTEST



ENACTEST D4.1 Analysis of current practices of teaching testing

23

thereby efficiently exercising the test item with fewer test
cases. Pair-wise testing is also known as “all pairs” testing.
Having identified the P-V pairs, test cases shall be derived
steps to exercise pairs of P-V pairs, where each test case
exercises one or more unique pairs.

5.2.5.5 Each choice testing: In each choice (or 1-wise) testing
the test coverage items shall be members of the set of P-V pairs
such that each parameter value is included at least once in the
set. Test cases shall be derived to exercise P-V pairs, where
each test case exercises one or more P-V pairs that have not
been previously included in a test case.

5.2.5.6 Base choice testing: In base choice, the test coverage
items shall be sets of P-V pairs for each of the input
parameters, where all parameters except one are set to their
“base” value and the final parameter is set to one of its other
valid values. Having identified the P-V pairs, base choices for
each of the parameters shall be chosen. Test cases shall be
derived by setting all but one parameter to its base choice and
then setting the remaining parameter to each of its valid
values until the required level of test coverage is achieved.

NOTE: There are several approaches for choosing the base
values for each parameter, but generally the base choiceis the
most ‘important’ value that the parameter can take. For
example, the base values can be chosen from the operational
profile, from the typical path in scenario testing, or from the
most frequently used values for the parameter.

Decision Table
Testing

5.2.6.1 Create Test Model: Decision table testing shall use a
model of the logical relationships (decision rules) between
conditions (causes) and actions (effects) for the test itemin the
form of a decision table, where:

a) each causeis expressed as a condition, which is either true
or false (i.e. Boolean) for an input, or combination of
inputs;

b) each effect is expressed as a Boolean expression
represented by an output (i.e. action), or a combination of
outputs;

¢) a set of decision rules define the required relationships
between causes and effects.

NOTE: If conditions consist of multiple values rather than
simple Booleans, this results in an “extended entry” decision

29119-4:2021:
5.2.6
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table, the testing of which can be handled by equivalence
partitioning.

5.2.6.2 Identify test coverage items: In decision table
testing, the test coverage items shall be the decision rules,
which define the relationship between a unique combination
of the test item’s conditions and outputs.

5.2.6.3 Derive test cases: Test cases shall be derived to
exercise each of the decision rules (test coverage items). The
following steps shall be used during test case derivation:

a) Select a decision rule from the decision table for
implementation as a test case.

b) Identify input values to satisfy the input conditions of the
decision rule to be covered by the test case.

¢) Determine the expected result of the test case by applying
the inputs to the decision table.

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

Cause-Effect
Graphing

5.2.7.1 Create Test Model: Cause-effect graphing shall use a
model of the logical relationships (decision rules) between
causes (e.g. inputs) and effects (e.g. outputs) for the test item
in the form of a cause-effect graph, where:

a) each causeis expressed as a condition, which is either true
or false (i.e. a Boolean) for an input, or combination of
inputs;

b) each effect is expressed as a Boolean expression
represented by an output, or a combination of outputs;

¢) a set of decision rules define the required relationships
between causes and effects.

The cause-effect graph models logical relationships between
causes and effects as a Boolean logic network with Boolean
operators, and can optionally model syntactic and semantic
constraints over relationships between causes and
relationships between effects.

5.2.7.2 Identify test coverage items: In cause-effect
graphing, the test coverage items shall be the decision rules,
which define the relationship between a unique combination
of the test item’s causes and effects.

5.2.7.3 Derive test cases: Test cases shall be derived to
exercise the test coverage items. A corresponding decision

29119-4:2021:
5.2.7
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table may be produced from the cause-effect graph and used
to derive the test cases. The following steps shall be used
during test case derivation:

a) Select a decision rule to be implemented in the current
test case.

b) Identify input values to exercise the decision rule to be
covered by the test case.

¢) Determine the expected result of the test case by applying
the inputs to the cause-effect graph (or corresponding
decision table).

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

State
Transition
Testing

5.2.8.1 Create Test Model: State transition testing shall use a
model of the states the test item can occupy, the transitions
between states, the events which cause transitions and the
actions that can result from the transitions. The states of the
model shall be discrete, identifiable, and finite in number. An
individual transition may be constrained by an event guard,
which defines a set of conditions that must be true when the
event occurs, in order for the transition to occur. In state
transition testing, the test coverage typically applies to states
or transitions of the state model, depending on the required
coverage. The model may take the form of a state transition
diagram, a state table or another suitable representation.

5.2.8.2 Identify test coverage items: In state transition
testing, test coverage items will change depending on the
chosen test completion criterion. Possible test completion
criteria include but are not limited to the following:

a) states, in which test coverage items shall be derived to
enable all states in the state model to be “visited”;

b) single transitions (0-switch coverage), in which test
coverage items shall be derived to cover valid single
transitions in the state model;

¢) all transitions, in which test coverage items shall be
derived to cover both valid transitions in the state model
and “invalid” transitions (transitions from states initiated
by events in the state model for which no valid transition
is specified);

d) multiple transitions (N-switch coverage), in which test
coverage items shall be derived to cover valid sequences
of N + 1 transitions in the state model.

29119-4:2021:
5.2.8
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5.2.8.3 Derive test cases: Test cases for state transition
testing shall be derived to exercise the test coverage items.
The following steps shall be used during test case derivation:

a) Select test coverage items for inclusion in the current test
case.

b) Identify input values to exercise the test coverage items to
be covered by the test case.

¢) Determine the expected result of the test case by applying
the inputs to the test basis (the expected result may be
defined in terms of outputs and the states visited as
described in the state model).

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

Scenario
Testing

5.2.9.1 Create Test Model: Scenario testing shall use a model
of the sequences of possible interactions between the test
item and other systems (in this context users are often
considered to be other systems) for the purpose of testing
usage flows involving the test item. The test model typically
includes a set of scenarios related to the test item, where each
scenario covers one sequence of interactions.

In scenario testing, the test model shall identify:

a) the “main” scenario, which is the typical sequence of
actions that are expected of the test item or an arbitrary
choice when no typical sequence of actions is known; and

b) “alternative” scenarios that represent alternative (non-
main) scenarios that may be taken through the test item.

NOTE 1: Alternative scenarios can include abnormal use,
extreme or stress conditions, exceptions, and error handling.

NOTE 2: Scenario testing is typically used for conducting “end-
to-end functional testing”, such as during system testing or
acceptance testing.

NOTE 3: In many situations, it is good practice to have
identified scenarios reviewed and agreed by relevant
stakeholders, such as business users.

One common form of scenario testing is use case testing which
utilises a use case model of the test item that describes how
the test item interacts with one or more actors for the purpose
of testing sequences of interactions (i.e. scenarios) between
the test item and actors.

NOTE 4: In use case testing, the use case model describes how
various actions are performed by the test item as a result of

29119-4:2021:
5.2.9

ENACTEST



ENACTEST D4.1 Analysis of current practices of teaching testing

27

various triggers from the actors. An actor can be a user or
another system.
NOTE 5: Transaction flow testing is often classified as a type of
scenario testing.

5.2.9.2 Identify test coverage items: The test coverage items
shall be the main and alternative scenarios identified from the
test model.

5.2.9.3 Derive test cases: Test cases for scenario testing shall
be derived by covering each scenario (test coverage item) with
at least one test case. The following steps shall be used during
test case derivation:

a) Select ascenario to exercise in the current test case.

b) Identify input values to exercise the scenario covered by
the test case.

¢) Determine the expected result of the test case by applying
the inputs to the test basis.

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

Random
Testing

5.2.10.1 Create Test Model: Random testing shall use a
representation of the input domain of the test item that
defines the set of all possible input values.

5.2.10.2 Identify test coverage items: There are no
recognized test coverage items for random testing.

5.2.10.3 Derive test cases: Test cases for random testing shall
be chosen by randomly selecting input values from the input
domain of the test item according to the chosen input
distribution. The following steps shall be used during test case
derivation:

a) Selectaninput distribution for the selection of test inputs.

b) Generate random values for the test inputs based on the
input distribution chosen in step a).

c) Determine the expected result of the test case by applying
the inputs to the test basis.

d) Repeat steps b) and c) until the required testing has been
completed.

NOTE 1: The required testing can be defined in terms of a
number of tests executed, an amount of time spent testing or

some other measure of completion.

NOTE 2: Step b) is typically automated.

29119-4:2021:
5.2.10
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Metamorphic
testing

5.2.11.1 Create Test Model: The test model for metamorphic
testing shall be a set of metamorphic relations, which define
properties of the test item in relation to multiple inputs and
their expected outputs. The properties defined by the
metamorphic relation allow follow-up test cases to be
generated from a source test case. A metamorphic relation for
a test item describes how a change in the test inputs from the
source test case to the follow-up test case affects a change (or
not) in the expected outputs from the source test case to the
follow-up test case.

5.2.11.2 Identify test coverage items: The test coverage
items shall be the individual metamorphic relations, which
comprise the test model.

5.2.11.3 Derive test cases: Test cases for metamorphic
testing shall be derived by covering each metamorphic
relation (test coverage item) with at least one test case. The
following steps shall be used during test case derivation:

a) Select a test coverage item (metamorphic relation) for
inclusion in the current test case.

b) Create a source test case (or identify an existing source
test case), execute it and validate the result.

¢) Use the metamorphic relation to derive one or more
follow-up test cases.

NOTE 1: The expected result for the follow-up test case will not
always be an exact value but will often be described as a
function of the actual result achieved by executing the source
test case (e.g. expected result for follow-up test case > actual
result for source test case).

NOTE 2: A single metamorphic relation can often be used to
derive multiple follow-up test cases (e.g. a metamorphic
relation for a function that translates speech into text can be
used to generate multiple follow- up test cases with the same
speech at different input volume levels but with the same text
as the expected result).

d) Repeat steps a) to c) until the required level of test
coverage is achieved.

29119-4:2021:
5.2.11

Requirements
-based testing

5.2.12.1 Create Test Model: The test model for requirements-
based testing shall be a set of atomic requirements.

29119-4:2021:
5.2.12
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NOTE: Requirements-based testing is typically performed
when the requirements are specified as a list of atomic textual
requirements, such as ‘The system shall collect and store the
date of birth of all registered users.’

5.2.12.2 Identify test coverage items: The test coverage
items shall be the individual atomic requirements, which
comprise the test model.

5.2.12.3 Derive test cases: Test cases for requirements-based
testing shall be derived by covering each atomic requirement
(test coverage item) with at least one test case. The following
steps shall be used during test case derivation:

a) Select a test coverage item (atomic requirement) for
inclusion in the current test case.
b) Create atest case that exercises the requirement.

NOTE: Test cases for requirements-based testing are typically
positive test cases that confirm whether stated requirements
are met. Negative test cases are normally derived using other,
complementary, test techniques.

¢) Repeat steps a) and b) until the required level of test
coverage is achieved.

Table 7 provides the terms and the definitions about the experience-based testing techniques
extracted from [2].

TABLE 7 : EXPERIENCE BASED TESTING TECHNIQUES TERMS DEFINITIONS

Term Definition- from the ISO/IEC/IEEE 29119-4:2021 Reference
Error 5.4.1.1 Create Test Model: Error guessing shall use a test model | 29119-4:2021:
Guessing in the form of a checklist of potential defects to focus the testing. | 5.4.1

The checklist is used to identify test inputs that may cause
failures if those defects exist in the test item. The checklist
constitutes the test model.

NOTE: The checklist of potential defects can be derived by
various means, such as taxonomies of known errors, information
contained in incident management systems, from a tester’s
knowledge, experience or understanding of the test item(s) or
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similar test items or from the knowledge of other stakeholders
(e.g. system users or programmers).

5.4.1.2 Identify test coverage items: There are no recognized
test coverage items for error guessing.

5.4.1.3 Derive test cases: Test cases for error guessing shall be
derived by selecting a defect type from the checklist and deriving
test cases that can detect that defect type in the test item if it
exists. The following steps shall be used during test case
derivation:

a) Select a defect type for coverage by the test case.

b) Identify test input values that can be expected to cause a
failure corresponding to the selected defect type.

¢) Determine the expected result of the test case by applying
the test inputs to the test basis.

d) Repeat steps a) to c) until the required testing has been
completed (normally this would be covering an agreed
number of checklist entries).

Table 8 provides the terms and the definitions about the testing levels extracted from [4]. We used
[4] to extract the definitions since the ISO/IEC/IEEE 29119 reports only the terms but lacks their
formal definitions.

TABLE 8 : TESTING LEVELS TERMS DEFINITIONS

Term

Definition- from the Guide to the Software Engineering Body
of Knowledge Version 3.0 (SWEBOK-V3)

Reference

Unit Testing

Unit testing verifies the functioning in isolation of software
elements that are separately testable. Depending on the context,
these could be the individual subprograms, or a larger
component made of highly cohesive units. Typically, unit testing
occurs with access to the code being tested and with the support
of debugging tools. The programmers who wrote the code
typically, but not always, conduct unit testing.

SWEBOK-V3:
2.1.1

Integration
Testing

Integration testing is the process of verifying the interactions
among software components. Classical integration testing
strategies, such as top-down and bottom-up, are often used with
hierarchically structured software. Modern, systematic
integration strategies are typically architecture-driven, which

SWEBOK-V3:
2.1.2
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involves incrementally integrating the software components or
subsystems based on identified functional threads. Integration
testing is often an ongoing activity at each stage of development
during which software engineers abstract away lower-level
perspectives and concentrate on the perspectives of the level at
which they are integrating. For other than small, simple
software, incremental integration testing strategies are usually
preferred to putting all of the components together at once—
which is often called “big bang” testing.

System
Testing

System testing is concerned with testing the behaviour of an
entire system. Effective unit and integration testing will have
identified many of the software defects. System testing is usually
considered appropriate for assessing the non-functional system
requirements —such as security, speed, accuracy, and reliability
(see Functional and Non-Functional Requirements in the
Software Requirements KA and Software Quality Requirements
in the Software Quality KA). External interfaces to other
applications, utilities, hardware devices, or the operating
environments are also usually evaluated at this level.

SWEBOK-V3:
2.1.3

Acceptance
Testing

Acceptance (a.k.a. qualification testing) determines whether a
system satisfies its acceptance criteria, usually by checking
desired system behaviours against the customer’s requirements.
The customer or a customer’s representative thus specifies or
directly undertakes activities to check that their requirements
have been met, or in the case of a consumer product, that the
organization has satisfied the stated requirements for the target
market. This testing activity may or may not involve the
developers of the system.

SWEBOK-V3:
2.2.1

Alpha and
Beta

Testing

Before software is released, it is sometimes given to a small,
selected group of potential users for trial use (alpha testing)
and/orto a larger set of representative users (beta testing). These
users report problems with the product. Alpha and beta testing
are often uncontrolled and are not always referred to in a test
plan.

SWEBOK-V3:
2.2.3

Table 9 provides the terms and the definitions about the test practices extracted from [1].

TABLE 9: TEST PRACTICES TERMS DEFINITIONS

or

Term Definition- from the ISO/IEC/IEEE 29119-1:2022 Reference
Model Based | Model-based testing (MBT) uses models to generate test cases | 29119-1:2022:
Testing systematically and automatically. For MBT models are formal | 4.4.2
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semi-formal representations of the required behaviour of an
item under test. Models can be developed for a complete
software system or parts of a system. The use of MBT allows
testers to design and implement tests at various levels of
abstraction. MBT languages and notation can be formally
defined syntactically and, in some cases, semantically. By
using MBT tool support environments, test cases can quickly
be generated from the model and automatically executed.
Thus, MBT can support improved testing beyond that
supported by natural languages and manual execution.

Scripted
Testing

In scripted testing, test cases are recorded (e.g. documented
in

a test management tool or in a spreadsheet) and can then be
executed manually or executed automatically using an
automated testing tool. The level of detail required within
each test case (such as the granularity of test steps and
expected results) often depends on the documentation
requirements of the project, which are typically decided
during test planning. The level of detail also depends on
whether the testing is automated (which typically requires
more detail). For manual tests, the level of detail also depends
on the knowledge, experience, and capability of the test
executor (including their system and testing domain
knowledge).

29119-1:2022:
4.4.3.2

Automated
Testing

Test cases can either be run manually by a human test
executor, or they can be executed by a test automation tool.
The decision to conduct manual or automated testing
depends on various factors, including the following:

e The number of times a test case is likely to be re-
executed. A common heuristic is that if a set of test
cases is going to be executed 5 or more times (e.g.
during multiple cycles of regression testing), then it is
typically cost-effective to automate the tests. The
number of times a test case is going to be rerun can
depend on the life cycle methodology in use (e.g.
traditional life cycles can require infrequent
regression testing, whereas agile projects typically
require regression testing at least every sprint, while
projects utilizing continuous integration (Cl) can
rerun a test case every build or once per day). Thus,
within agile or Cl methodologies, regression test cases
are highly likely to be re-run more than 5 times.

e The capability of the testers on the project, as most
test automation tools typically require testers with
some programming capabilities.

e The budget and time available for acquiring and
piloting test automation tools.
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e The budget available for hiring and/or training testers
in test automation tools.
There are three common approaches to the automation of
test design and execution. These are:
e capture-replay;
e data-driven;
e keyword-driven.

Exploratory
Testing

In exploratory testing, tests are designed and executed on the
fly, as the tester interacts with and learns about the test item.
Session sheets are often used to structure exploratory testing
sessions (e.g. by setting a focus and time limits on each test
session). These same session sheets are also used to capture
information about what was tested, and any anomalous
behaviour observed. Exploratory tests are often not wholly
unscripted, as high-level test scenarios (sometimes called
“test ideas”) are often documented in the session sheets to
provide a focus for the exploratory testing session.

29119-1:2022:
4.4.3.3

Experience-
Based Testing

Experience-based testing is based on:

e previous testing experience;

e knowledge of particular software and systems;

o domain knowledge;

e metrics from previous projects

organization and from industry).

Experience-based test practices typically do not rely on large
amounts of documentation (e.g. test procedures) to execute
testing. On a continuum from scripted to unscripted testing,
these experience- based test practices are primarily
unscripted.
ISO/IEC/IEEE 29119-4 describes the experience-based test
design technique of error guessing. Other experience-based
test practices include (but are not limited to) exploratory
testing, tours, attacks, and checklist-based testing.

(within  the

29119-1:2022:
4.4.5

Manual
Testing

Test cases can either be run manually by a human test
executor, or they can be executed by a test automation tool.
The decision to conduct manual or automated testing
depends on various factors, including the following:
e The number of times a test case is likely to be re-
executed. A common heuristic is that if a set of test
cases is going to be executed 5 or more times (e.g.
during multiple cycles of regression testing), then it is
typically cost-effective to automate the tests. The
number of times a test case is going to be rerun can
depend on the life cycle methodology in use (e.g.
traditional life cycles can require infrequent
regression testing, whereas agile projects typically
require regression testing at least every sprint, while
projects utilizing continuous integration (CI) can

29119-1:2022:
4.4.7
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rerun a test case every build or once per day). Thus,
within agile or Cl methodologies, regression test cases
are highly likely to be re-run more than 5 times.

e The capability of the testers on the project, as most
test automation tools typically require testers with
some programming capabilities.

e The budget and time available for acquiring and
piloting test automation tools.

e The budget available for hiring and/or training testers
in test automation tools.

A/B Testing

A/B testing is a statistical testing approach that allows testers
to determine which of two systems performs better - it is
sometimes known as split-run testing. It is often used for
digital marketing (e.g. finding the email that gets the best
response) in client-facing situations. As an example, A/B
testing is often used to optimize user interface design. For
instance, the user interface designer hypothesizes that by
changing the colour of the ‘buy’ button from the current red
to blue, that sales will increase. A new variant of the interface
is created with a blue button and the two interfaces are
assigned to different users. The sales rates for the two variants
are compared and, given a statistically significant number of
uses, it is possible to determine if the hypothesis was correct.
This form of A/B testing requires a statistically significant
number of uses and can be time-consuming, although tools
can be used to support it.

A/B testing is not a test case generation technique as test
inputs are not generated. A/B testing is a means of solving the
test oracle problem by using the existing system as a partial
oracle.

29119-1:2022:
4.4.10

Back-to-back
Testing

In back-to-back testing, an alternative version of the system
(e.g. already existing, developed by a different team,
implemented using a different programming language, an
executable design model) is used as a comparison system to
generate expected results for comparison from the same test
inputs. As such, back-to-back testing is not a test case
generation technique as test inputs are not generated. Only
the expected results are generated automatically by the
functionally equivalent system. When used in partnership
with tools for generating test inputs (random or otherwise) it
becomes a powerful way to perform high-volume automated
testing.

29119-1:2022:
4.4.9

Mathematical-
Based Testing

Mathematical-based test practices can be used to plan,
design, select data and set up input conditions when the test
item’s required behaviour, input space or output space can be

29119-1:2022:
4.4.11
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described in sufficient detail, for instance using a formal
language. Formal specification languages can be used to
support model-based testing, and formal analysis of source
code can be used to identify potential risks and inform the test
strategy.

Fuzz Testing

Mathematics form the basis for some of the test case design
techniques described in ISO/IEC/IEEE 29119-4, such as
random test case selection, and they can also be used to
support combinatorial testing approaches. Similarly, fuzz
testing uses a tool to generate high volumes of test input data,
which is then used to test a program using a simple test oracle
(e.g. checking that the program does not crash). Fuzz testing
can be surprisingly effective at finding defects, but, as with
random testing, test coverage is difficult to measure. When
measures of confidence are needed from fuzz testing a
statistical approach can be used to determine the significance
of the test results based on the number of tests run.

Due to the large numbers of inputs that can typically be
generated using mathematical practices, automated tools are
usually needed.

29119-1:2022:
4.4.11

Table 10 provides the terms and the definitions about the automated testing extracted from [3], [4]
and Wikipedia. We adopted these two additional sources since for Capture-Replay driven and Data-
Driven Testing the ISO/IEC/IEEE 29119 does not provide any definition.

TABLE 10 : AUTOMATED TESTING TERMS DEFINITIONS

Term Definitions from the ISO/IEC/IEEE 29119-5:2016; | Reference
https://en.wikipedia.org/wiki/Main_Page; SWEBOK-V3

Capture- Automatically re-execute, or replay, previously executed tests | SWEBOK-V3:

Replay which have recorded inputs and outputs (e.g., screens). 2.2.3

driven

Data-Driven | Data-driven testing (DDT), also known as table-driven testing or | https://en.wiki

Testing parameterized testing, is a software testing methodology thatis | pedia.org/wiki/

used in the testing of computer software to describe testing
done using a table of conditions directly as test inputs and
verifiable outputs as well as the process where test environment
settings and control are not hard-coded. In the simplest form
the tester supplies theinputs from a row in the table and expects
the outputs which occur in the same row. The table typically

Data-
driven_testing
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contains values which correspond to boundary or partition
input spaces. In the control methodology, test configuration is
"read" from a database.

Keyword-
driven
Testing

The fundamental idea in Keyword-Driven Testing is to provide a
set of "building blocks", referred to as keywords, that can be
used to create manual or automated test cases without
requiring detailed knowledge of programming or test tool
expertise. The ultimate goal is to provide a basic, unambiguous
set of keywords comprehensive enough so that most, if not all,
required test cases can be entirely composed of these keywords.
The vocabulary included in these dictionaries or libraries of
keywords is, therefore, a reflection of the language and level of
abstraction used to write the test cases, and not of any standard
computer programming language.

For test automation, each keyword needs to be implemented in
software.

29119-5:2016:
5.1

Table 11 provides the terms and the definitions about the testing types extracted from [4]. We used
[4] to extract the definitions since the ISO/IEC/IEEE 29119 reports only the terms but lacks their
formal definitions.

TABLE 11 : TESTING TYPES TERMS DEFINITIONS

behavioural limits, and to test defence mechanisms in critical
systems.

Term Definition- from the Guide to the Software Engineering | Reference
Body of Knowledge Version 3.0 (SWEBOK-V3)
Performance | Performance testing verifies that the software meets the | SWEBOK-V3:
Testing specified  performance requirements and  assesses | 2.2.6
performance characteristics —for instance, capacity and
response time.
Security Security testing is focused on the verification that the software | SWEBOK-V3:
Testing is protected from external attacks. In particular, security | 2.2.7
testing verifies the confidentiality, integrity, and availability of
the systems and its data. Usually, security testing includes
verification against misuse and abuse of the software or system
(negative testing).
Stress Stress testing exercises software at the maximum design load, | SWEBOK-V3:
Testing as well as beyond it, with the goal of determining the | 2.2.8
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Recovery Recovery testing is aimed at verifying software restart | SWEBOK-V3:
Testing capabilities after a system crash or other “disaster.” 2.2.10
Interface Interface defects are common in complex systems. Interface | SWEBOK-V3:
Testing testing aims at verifying whether the components interface | 2.2.11
correctly to provide the correct exchange of data and control
information. Usually, the test cases are generated from the
interface specification. A specific objective of interface testing
is to simulate the use of APIs by end-user applications. This
involves the generation of parameters of the API calls, the
setting of external environment conditions, and the definition
of internal data that affect the API.
Configuration | In cases where software is built to serve different users, | SWEBOK-V3:
Testing configuration testing verifies the software under different | 2.2.12
specified configurations.
Usability and | The main task of usability and human computer interaction | SWEBOK-V3:
Human testing is to evaluate how easy it is for end users to learn and to | 2.2.13
Computer use the software. In general, it may involve testing the software
Interaction functions that supports user tasks, documentation that aids
Testing users, and the ability of the system to recover from user errors.
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3. Extraction of recommendations from the ACM
Computing Curricula

To build an overall idea on how the software testing area should be addressed in undergraduate
and graduate curricula, we analysed different ACM recommendations extracting the topics related
to software testing. These recommendations are for computer science, computer engineering, and
software engineering and directed to undergraduate or graduate programs.

Three recommendations are directed to Undergraduate Programs:

e (CS2013 - Computer Science Curricula - Curriculum Guidelines for Undergraduate Degree
Programs in Computer Science
o https://www.acm.org/binaries/content/assets/education/cs2013_web_final.pdf
e SE2014 - Software Engineering - Curriculum Guidelines for Undergraduate Degree
Programs in Software Engineering
o https://www.acm.org/binaries/content/assets/education/se2014.pdf
e CE2016 - Computer Engineering Curricula - Curriculum Guidelines for Undergraduate
Degree Programs in Computer Engineering
o https://www.acm.org/binaries/content/assets/education/ce2016-final-report.pdf

One related to Graduate Program in Software Engineering:

o GswE2009 - Graduate Software Engineering - Curriculum Guidelines for Graduate Degree
Programs in Software Engineering
o https://www.acm.org/binaries/content/assets/education/gsew2009.pdf

The CS2013 (Figure 1) recommends addressing the software testing topics within: Software
Verification and Validation; Secure Software Engineering; Development Methods; and Tools and
Environments.

Software Verification and Verification and validation concepts
Validation Inspections, reviews, audits
Testing types, including human computer interface, usability, reliability, security, conformance to
Testing fundamentals (cross-reference SDF/Development Methods) Unit, integration, validation, and system testing

Test plan creation and test case generation
Black-box and white-box testing techniques
Regression testing and test automation

Defect tracking

Limitations of testing in particular domains, such as parallel or safety-critical systems

Static approaches and dynamic approaches to verification

Test-driven development

Validation planning; documentation for validation

Object-oriented testing; systems testing

Verification and validation of non-code artifacts (documentation, help files, training materials)
Fault logging, fault tracking and technical support for such activities

Fault estimation and testing termination including defect seeding

1AS/Secure Software Secure testing - the process of testing that security requirements are met (including static and
Engineering dynamic analysis).
SDF/Development Methods Testing fundamentals and test-case generation
Unit testing
SE/Tools and Environments Testing tools including static and dynamic analysis tools
FIGURE 1:CS2013
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The SE2014, besides having topics related to Software Verification and Validation (Figure 2), it
introduces software quality aspects (Figure 3) (Software quality concepts and culture, Process
assurance, Product assurance). It also gives more relevance to security aspects (Figure 4) (Security

fundamentals, Computer and network security, Developing secure software).

Software verification
and validation

V&V terminology and foundations

V&V objectives and constraints

Planning the V&V effort

Doc ing V&V strategy, including tests and other artifacts

Metrics and measurement (e.g., reliability, usability, and performance)

V&V involvement at different points in the life cycle

Reviews and static analysis

Personal reviews (design, code, etc.)

Peer reviews (inspections, walkthroughs, etc.)

Static analysis (common defect detection, checking against formal specifications, etc.)

Testing

Unit testing and test-driven devel

Exception handling (testing edge cases and boundary conditions)

Coverage analysis and structure-based testing

Black-box functional testing techniques

Integration testing

Developing test cases based on use cases and/or user stories

Testing based on operational profiles (e.g., most-used operations first)

System and acceptance testing

Testing across quality attributes (e.g., usability, security, compatibility, and accessibility)

Regression testing

Testing tools and

User interface testing

Usability testing

Performance testing

Problem analysis and reporting

Analyzing failure reports

Debugging and fault isolation techniques

Defect analysis (e.g., identifying product or process root cause for critical defect injection or late detection)

Problem tracking

FIGURE 2 : SE2014 - SOFTWARE VERIFICATION AND VALIDATION

Software quality

Software quality concepts and culture

Definitions of quality

Society’s concern for quality

The costs and impacts of bad quality

A cost of quality model

Quality attributes for software (e.g., dependability, usability, and safety)

Roles of people, processes, methods, tools, and technology

Process assurance

The nature of process assurance

Quality planning

Process assurance techniques

Product assurance

The nature of product assurance

Distinctions between assurance and V&V

Quality product models

Root cause analysis and defect prevention

Quality product metrics and measurement

Assessment of product quality attributes (e.g., usability, reliability, and

Security

FIGURE 3 : SE 2014 - SOFTWARE QUALITY

Security fundamentals

Information assurance concepts (confidentiality, integrity, and availability)

Nature of threats (e.g., natural, intentional, and accidental)

Encryption, digital signatures, message authentication, and hash functions

Common cryptographic protocols (applications, strengths, and weaknesses)

Nontechnical security issues (e.g., social engineering)

Computer and network security

Network security threats and attacks

Use of cryptography for network security

Protection and defense mechanisms and tools

Developing secure software

Building security into the software development life cycle

Security in requirements analysis and specification

Secure design principles and patterns

Secure software construction techniques

Security-related verification and validation
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The CE2016 (Figure 5) considers software testing topics within Software Design, and Systems and
Project Engineering, while some security topics are within Information Security. We extracted the
Core Learning Outcomes to get more detail about what subtopics to address.

Software Design Software testing, verification, and Explain the differences between testing, verification, and validation.
(CE-SWD) validation

Demonstrate an understanding of unit testing strategies (e.g., white box, black box, and grey box) and tradeoffs.

Demonstrate an understanding of verification and validation strategies.

Construct a test dataset for use in unit testing of a module, exercise that dataset, and produce a test report.

Explain the difference between unit testing and integration testing.

Explain commonly used metrics for software quality.

Describe at least one tool for automated testing and/or test pattern generation.

Systems and Project System integration, testing and validation [Recognize the range of testing and validation methods appropriate for each stage of the system life cycle, including
Engineering (CE-SPE) review of hardware models and software code; white box, black box, and regression testing; stress testing; and

Describe the role of various system validation tools and show how tools can support efficient and effective
development.

Discuss approaches to testing and validation at the unit level and at the integration and system levels.

Create a test plan and generate test cases for a computer-based system of medium complexity, selecting an
appropriate combination of tests for ensuring system guality.

Demonstrate the application of the different types and levels of testing (unit, integration, systems, and acceptance)
on computer-based systems of medium size.

Undertake, as part of a team activity, an inspection of a medium-size computer-based system design.

Discuss methods used for manufacturing test and inspection, and acceptance testing

FIGURE5 : CE2016

In summary, we noticed that there are software testing topics, such as, terminology and concepts,
that are referred by all recommendations. In SE 2014, the testing techniques and types are more
detailed. SE 2014 has also a section for software quality and other for security aspects. Security
process is mentioned in CS 2013 but not explicitly mentioned in CE 2016.

At the graduate level, we analysed GswE2009. The GswE2009 (Figure 6, Figure 7) recommends
addressing software topics placed mainly inside Testing and Software Quality. In comparison with
SE 2014, GSwE2009 introduces Software Quality Management Processes. Security is within
“Computing Fundamentals” and “Ethics and Professional Conduct” knowledge areas.
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System testing and software testing

Testing-related terminology

1. Testing Fundamentals -
Key issues

Relationships of testing to other activities
The target of the tests

Objectives of testing

Component testing

Integration testing

System testing

Acceptance testing

F. Testing Based on tester’s intuition and experience
Specification-based

Code-based

3. Testing Techniques Fault-based

Usage-based

2. Test Levels

Based on nature of application

Selecting and combining techniques

Evaluation of the program or system under test

4, Test-Related Measures =
Evaluation of the tests performed

Management concerns

5. Test process .
Test activities

FIGURE 6 : GSWE2009 - TESTING

Software engineering culture and ethics
Value and costs of quality

- Software process quality
- Software product quality

Quality models and characteristics

1. Software Quality Fundamentals Quality improvement

- Criticality of systems
Application quality requirements - Dependability
- Integrity levels of software

Defect characterization
Software quality assurance

- Static techniques

- People-intensive techniques
- Analytic techniques

- Dynamic techniques

§ 2. Software Quality Management Processes Software quality management techniques
K. Software Quality

Software quality measurement

- System V&V and software V&V
- Independent V&V

- Testing

- Demonstrations

- Traceability

- Analysis

- Inspections

- Peer reviews

- Walkthroughs

- Audits

Definitions of V&V

3. Verification and Validation (V&V)
V&V Techniques

FIGURE 7 : GSWE2009 - SOFTWARE QUALITY

4. State of the Art on Test Case Design Teaching

In this Section, we describe the study of the literature we performed to define the state of the art on
test case design teaching practices. The objective of this study was to build an inventory of practices
for better teaching testing reported in the literature. We intended to focus on pedagogical
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approaches proposed for better teaching testing and on learning strategies based on gamification,
modelling, and early testing.

The research questions we decided to address are the following;:

RQ1: What teaching practices have been proposed in the literature for better teaching testing?

RQ2: What tools have been proposed in the literature for better teaching testing?

RQ3: What gamification approaches have been proposed in the literature for better teaching
testing?

Many literature review papers have been reported in the last years in Software Engineering and
Computer Science education that are focused on the specific field of testing teaching.

Scatalon et al. [5], [6] synthesized the challenges of integrating software testing into introductory
programming courses, as reported by 158 papers, which included: (1) Determining how
programming and testing should be connected and delivered together; (2) Dealing with students
who do not appreciate the value of software testing; (3) Determining how the testing activity should
be conducted in programming assignments; (4) How to help students become better testers; and
(5) Choosing appropriate tools. The study also discussed possible solutions to the challenges as
addressed in the literature.

Further systematic mapping studies focused on gamification approaches in software engineering,
including also experiences in the context of software testing. Pedreira et al. in 2015 [7] reported
about the main approaches in literature regarding gamification of software engineering activities.
They found 29 primary studies up to 2014, and only three of them were based on software testing
gamification.

A more updated work on the same topic is the one by De Jesus et al. [8]. They found, in 2021, 15
different studies proposing and experimenting with techniques and tools for software testing
gamification in the context of academic courses. They classified the studies with respect to the
involved testing activities, levels, techniques, and tools and to the gamification goals and
approaches.
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The most recent and wide secondary study on Software Testing Education has been proposed in
2020 by Garousi et al. [9]. This work presents the state of the art in software testing education by
analysing a pool of 204 scientific papers published between 1992 and 2019 and it is a fundamental
starting point to analyse which pedagogical approaches, practices, tools, and gamification
approaches for better teaching testing have been proposed until 2019.

The study of the literature by Garousi et al. [9] provides a wide overview of the state of the art of
teaching testing presented in the literature. However, this analysis stops at the beginning of 2019,
so it does not include the most recent primary papers published in the literature on the same topic.
Moreover, the focus of that survey was not so specific to satisfy our necessity of building an
inventory of practices, tools, and gamification approaches proposed in the literature so far.

Therefore, to reach our goal, we decided to proceed using the following methodology:

1) To update and extend the set of primary studies already analysed by Garousi et al., we
executed a search process to gather the most recent contributions proposed in the
literature on software testing education between 2019 and 2022.

2) We merged all the primary studies already mapped in the study of Garousi et al., together
with the additional ones returned by our search in the previous step and obtained an
extended set of primary papers.

3) The obtained set of papers were analysed to answer our three Research Questions aiming
at building an inventory of practices, tools, and gamification approaches proposed in the
literatures so far.

More details about each of the previous steps are reported in the following.

The search strategy we used to select the primary papers for our research is based and partially
adapts the one followed by Garousi et al. in their work [9].

We have performed in sequential order the following steps:

1) extraction of a pool of paper from Scopus and Google Scholar (limited to the period between
2019 and 2022);

2) extraction of papers from the proceedings of the last editions of Computer Science
Education conferences;

3) backward snowballing of papers cited by secondary works published between 2019 and
2022;
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4) filtering of relevant papers by applying inclusion and exclusion criteria based on title and
abstract;
5) filtering based on the same inclusion criteria applied after reading the full paper.

More details about how these steps have been performed are provided in the following sections.

Since we are interested in scientific papers related to software testing education, we have restricted
our analysis to two search engines. l.e., Scopus and Google Scholar, likewise in the work of Garousi
et al. [9].

These two search engines are the most used ones in systematic mappings of the scientific literature
because Scopus aggregates all the most relevant scientific journals and venues, and Google Scholar
contains further results corresponding to very recent publications or other documents published in
different ways (e.g., ArXiv documents).

We used the same search strings used in the original study [9] by applying a filter on the publication
years.

On the Google Scholar engine we used the following query: “Software testing education OR
Teaching software testing” limited to dates since 2019, limited to scientific papers*. The results were
ordered by relevance (according to the ranking algorithm provided by Google). The extraction was
stopped when two consecutive pages of results (20 results) did not provide any paper that satisfied
the inclusion criteria.

The search on the Scopus database used the following query:

“(TITLE-ABS-KEY (software testing education) OR TITLE-ABS-KEY (teaching software testing)) AND
SRCTITLE (software) AND ( LIMIT-TO ( SUBJAREA,"COMP" ) ) AND ( LIMIT-TO ( LANGUAGE,"English" ) )
AND (LIMIT-TO ( PUBYEAR,2022) OR LIMIT-TO ( PUBYEAR,2021) OR LIMIT-TO ( PUBYEAR,2020) OR LIMIT-
TO ( PUBYEAR,2019) )”.

This query is the same as Garousi et al. [9], but limited to the years 2019, 2020, 2021 and 2022.

In addition, we have extracted all the papers published in the 2020, 2021 and 2022 edition of two
specific venues (also considered by Garousi et al.): the Conference on Software Engineering
Education & Training (CSEE&T)?, ACM SIGCSE Technical Symposium on Computer Science
Education?.

1

https://scholar.google.com/scholar?q=%22Software+testing+education%22+0OR+%22Teaching+software+t
esting%22&hl=it&as_sdt=0,5&as_ylo=2019&as_rr=1

2

3
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Finally, a residual pool of papers was obtained by analyzing the references of two secondary studies
written between 2019 and 2022.

Of course, these steps were performed in sequence, so that at each step only a subset of new
candidate papers were added to the candidate papers list.

To rapidly exclude the irrelevant results, we have applied the following four inclusion criteria
proposed by Garousi et al. to all the extracted papers, based on the analysis of title and abstract.

Inclusion criterion #1: Does the paper focus on software-testing education in academia
(universities)?

Our purpose is to exclude papers reporting software-testing training in industry.

Inclusion criterion #2: Does the paper include a relatively sound evaluation, e.g., at least based on
some teaching experience?

In this case our purpose is to exclude purely opinion-based papers.

Inclusion criterion #3: Is the paper written in English and can its full text be accessed on the
internet?

We intend to include only English-written papers
Inclusion criterion #4: Is the paper a primary study?

We intend to exclude Secondary papers from our analysis.

We admitted to the following steps only the papers that satisfied all the 4 Inclusion Criteria listed.

The application of the inclusion criteria in this initial step was carried out by two different
researchers who compared their results and solved possible ambiguous cases.

At the end of the search, we retrieved a pool of 224 papers that are reported in a spreadsheet
available on request. Based on the four inclusion criteria (that we evaluated based on title and
abstract), a subset of 44 papers were selected, whereas 180 papers were discarded since they did
not satisfy the inclusion criteria.

The following Table 12 reports the number of included and excluded papers and the sources from
which they have been retrieved.
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TABLE 12 : EXTRACTED PAPERS

Source #Included #Excluded
Scopus 33 60

Google Scholar | 0 20

CSEE&T 3 83

TSCSE 8 17

Total 44 160

46

As the Table shows, the search on Google Scholar did not provide additional papers with respect to
those extracted from Scopus and that satisfied our inclusion criteria.

Most of the relevant works from CSEE&T and TSCSE were found by the queries on Scopus. The 11
remaining ones were also considered relevant although they used quite different keywords from
the ones considered by the search query.

In the successive step, at least one researcher fully read the 44 selected papers with the aim of re-
evaluating the inclusion criteria. At the end of this step, 35 papers were selected and admitted to
the systematic mapping step.

The following Table 13 lists the 35 papers we selected and admitted to the systematic mapping

study.
TABLE 13: LIST OF PAPERS ADMITTED TO MAPPING

Paperlid Title Reference

NP2 Automatic Unit Testing-Based Assessments for Online C++ | [10]
Programming Classroom

NP3 Reflection Through Two Lenses: Experiences of Teaching and Taking | [11]
Undergraduate Software Engineering and Testing Courses

NP4 Teaching Software Engineering As Programming over Time [12]

NP5 Peer Instruction in Online Software Testing and Continuous | [13]
Integration - A Replication Study

NP6 Experience report on teaching testing through gamification [14]

NP8 Grading 600+ Students: A Case Study on Peer and Self Grading [15]

NP9 Mutation Testing and Self/Peer Assessment: Analyzing their Effect on | [16]
Students in a Software Testing Course

NP10 Perceptions about Software Testing among UAE Software Students | [17]

NP11 Awesome Bug Manifesto: Teaching an Engaging and Inspiring Course | [18]
on Software Testing (Position Paper)

NP13 Fast and accurate incremental feedback for student’s software tests | [19]
using selective mutation analysis

NP14 Exploring students' sensemaking of test case design. An initial study | [20]
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NP15 Detecting Functional Differences using Automatic Test Generation | [21]
for Automated Assessment in Programming Education

NP16 Gamification to Aid the Learning of Test Coverage Concepts [22]

NP17 Gamified Internet of Things Testing within a Virtual Learning | [23]
Environment-Towards the Interactive Simulation Game 'loTCityLab'

NP20 Teaching Software Testing with Free and Open Source Software [24]

NP21 Teaching a Testing Concept (JUnit) with Active Learning [25]

NP22 Towards a Learning Environment for Internet of Things Testing with | [26]
LEGOA® MINDSTORMSA®

NP23 How to Teach Software Testing? Experiences with a Sandwich | [27]
Approach

NP24 A Case-based Approach for introducing Testing Tools and Principles | [28]

NP25 Teaching Software Testing with the Code Defenders Testing Game: | [29]
Experiences and Improvements

NP26 Integrating Testing throughout the CS Curriculum [30]

NP27 Teaching Software Testing in an Algorithms and Data Structures | [31]
Course

NP28 Incorporating Testing Topics in an Object-Oriented Programming | [32]
Course

NP32 Design and Implementation of Software Test Laboratory Based on | [33]
Cloud Platform

NP33 A systematic strategy to teaching of exploratory testing using | [34]
gamification

NP34 Students vs. Professionals: Improving the Learning of Software | [35]
Testing

NP36 Frequent Timed Coding Tests for Training and Assessment of Full- | [36]
Stack Web Development Skills: An Experience Report

NP37 A Comparison of Inquiry-Based Conceptual Feedback vs. Traditional | [37]
Detailed Feedback Mechanisms in Software Testing Education: An
Empirical Investigation

NP38 An Empirical Study to Determine if Mutants Can Effectively Simulate | [38]
Students' Programming Mistakes to Increase Tutors' Confidence in
Autograding

NP39 Peer Instruction in Software Testing and Continuous Integration [39]

NP40 Assessing incremental testing practices and their impact on project | [40]
outcomes

NP41 Gamifying a software testing course with code defenders [41]

NP42 Measuring unit test accuracy [42]

NP43 Pragmatic software testing education [43]

NP44 Automating systems course unit and integration testing experience | [44]

report
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The complete set of 239 primary studies (204 + 35) were analysed to answer the three research
questions. Four authors manually extracted from the text of the papers meaningful sentences to
answer the research questions. The extracted data were analysed by other four researchers to
classify the type of contribution provided by the papers. The contributions have been classified as:
Teaching Practice, Gamification Approach, Tool, Experience or Courseware.

The following Table 14 reports the type of contribution we extracted from each of the 35 papers
reported in the previous Table 13 and a brief description of each contribution. A similar analysis was
made for the 204 papers reported in the Garousi et al. [9] study, but we do not report it here for sake
of space.

The results of this analysis were further validated by other two researchers and they were used to
build an inventory of practices, tools, and gamification approaches emerged from the literature.

TABLE 14: CONTRIBUTIONS PROVIDED FROM THE 35 ANALYSED PAPERS

Paper | Type of contribution | Description of the Contribution
Id
NP2 Tool It presents a WEB IDE: an online C++ web integrated
development environment (IDE) in which students can access
their assignments and edit code, update, compile, execute,
test, and automatically grade their tasks on web browser
without installing additional software
NP3 Teaching Practices It Presents experiences with several teaching testing practices,
like testing on real world applications, collaboration with a real
industrial company, working collaboratively
NP4 Teaching Practice, | It presents an Experience and Courseware for teaching
Experience, software engineering and testing: in particular, Unit testing
Courseware using the Given, When, Then pattern and TDD
NP5 Teaching Practice, | It presents an Experience with the practice of Peer Instruction
Experience -PI (a kind of discussion-based learning made in groups) for
teaching testing
NP6 Gamification Experiences with Gamification: Lego-based game for the agile
testing concept, storification for the laboratory setting with
various testing concepts to be learned, and dice-based game
for learning exploratory testing in the seminar setting.
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NP8 Teaching practice Experience with self and peer grading. In other words,
students grade themselves and their peers
(Auto-assessment)
(partially pertinent)

NP9 Teaching practice an experience with subjective self and peer assessments
Aut 9 made by the students of their manually written test suites in
(Auto-assessmen combination with the more impartial measure of the mutation

score

NP1l | Teaching Experience | Teaching Experience based on (1) analysis of known bugs, (2)
with testing practices | bug-hunting gamification, (3) experience with End-To-end

testing of safety-critical software-intensive systems, (4) to
inspire their career, by opening a dialog with test professionals
from industry.

NP13 | Teaching practice Using mutation analysis to provide rapid automated feedback

on software tests for complex projects in large programming
(of automated

courses
feedback)

NP14 | Study on students | Experience to understand the sensemaking used by students
doing  model-based | while creating test models in exploratory testing
and exploratory
testing

NP15 | Teaching Practice Practice of using automated tests for assessing programs

written by students

NP16 | Gamification (for | Pedagogical approach of integrating gamification and
statement coverage) statement coverage into a turn-based game called CoverBot.

NP17 | Gamification (for the [ The simulation game is composed of several modules on
loT testing) several approaches of Internet of Things testing

NP20 | Teaching Practice of [ Experience with learning interventions that utilize FOSS in a
using FOSS software testing course to provide students real-world hands-

on software testing knowledge and experience

NP21 | Teaching Practice of [ Use of use active learningin the context of teaching the testing
Active-learning concept of property-based testing

NP22 | Experience Experience with 10T testing in a virtual environment, using

LEGO Mindstorm

NP23 | Teaching practices Two practices:
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Project based approach,
Group discussion
NP24 | Teaching practices Case-based learning in real-world situations, using industry-
strength tool, and applied to a realistic case study
NP25 | Gamification Gamification used to teach testing;
Code Defenders tool available
NP26 | Courseware Practice and courseware:
integrating software testing into an undergraduate CS
curriculum
NP27 | Teaching Practice: | Practice and courseware: early introduction of testing and TDD
Early Testing, TDD in an Algorithms and Data Structures Course
NP28 | Teaching Practice: | Early introduction of software testing topics in programming
Early testing courses
NP32 | Tool Architecture proposal for a software testing laboratory based
on a cloud platform: partially related
NP33 | Gamification It uses elements of gamification as a systematic strategy in the
teaching of Exploratory Testing (ET) to keep a strong
engagement of the students and stimulate a good performance
NP34 | Teaching Practice of [ It proposes to assess students’ tests by test smells in students'
using  test  smell [ code to improve the quality of software tests they write
detection
NP36 | Experience experience report that describes the use of frequent, timed
coding tests in a project-intensive software engineering course
NP37 | Tool, Teaching | Testing Tutor, a web-based assignment submission platform
Practice, Experience | that supports different levels of testing pedagogy via a
with different types of | customizable feedback engine.
feedback to test suites | Experience with using different types of feedback to test cases
NP38 Teaching Practice | Using mutants to provide appropriate feedback to students
(using mutants to | testsuites
provide feedback to
students)
NP39 | Teaching Practice | Peer Instruction (PI) is an active learning pedagogy in which
(Peer Instruction) students actively participate in the classroom (It has been used
for teaching the topics of unit testing, integration testing and
continuous integration)
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NP40

Experience (with
measuring the effort
spent in testing in
incremental
development
processes, rather than
code coverage, for
giving feedback)

The metrics measure the balance and sequence of effort spent
writing software tests in a work increment.

NP41

Gamification, Teaching
Practices

The practices that are object of gamification are two: (1)
introducing faults in the code and (2) writing tests to reveal
these faults

NP42

Experience (feedback
on students’ tests
based on a Test
accuracy metric)

new metric (test accuracy) to determine quality of students'
tests that go beyond coverage and mutation (test accuracy
evaluates the broadness of tests, covering both "happy and sad
tests”)

NP43

Teaching Practices

Several practices like: theory applied to practical examples,
building a test mindset by live coding sessions, software testing
automation, hands-on labwork of writing Junit tests

NP44

Testing Framework for
C

an integrated framework for several automated testing
components, including unit testing, integration testing, and
dynamic analysis for memory leaks

( )

The Data Extraction and Data Analysis allowed us to obtain the evidence for answering the research
questions as described in the following subsections.

RQ1: What teaching practices have been proposed in the literature for better teaching testing?

We have classified the proposed practices for teaching testing into five categories.

The first category of practices suggests a type of Pedagogical approach to better teach testing. We
found 6 different types of approaches, mostly focusing on the necessity of using Case-based
learning, Collaborative learning, Active and Adaptive learning, and Evolutionary learning (using an
iterative approach).
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A second category of practices suggest the type of software projects that should be tested to
motivate students better. The suggestion is to use realistic case studies, possibly from industry, or
free or open-source projects (F/OSS), rather than toy or student-made software projects. Other
recommendations are that students write tests for code produced by fellow students.

A third category of practices regards the Time to start teaching testing. They suggest starting
teaching testing early, Applying the Testing Before Coding (TBC) method in introductory
programming courses, or using the approach of executing “Objects first, tests second”.

The fourth category suggest useful approaches for evaluating students’ testing learning. Our analysis
shows that it is recommended providing students with rapid, automatic, concrete feedback on
performance, or using automated assessment of students' testing skills for improving correctness
of their code. Other approaches to evaluate student-written tests are based on Checked Coverage,
Object Branch Coverage, and Test Adequacy. Subjective self and peer assessments are also
suggested.

Finally, as to the testing practices which may help learning testing better, we extracted the following:
Using test-driven development, performing Unit testing using the Given, When, Then pattern and
TDD, integrating automated unit testing practices in an introductory programming course,
Teaching testing using analysis of Known Bugs, bug-hunting gamification or using industry-strength
tools.

Table 15 reports the inventory of practices we extracted from the analysed papers.

TABLE 15: INVENTORY OF PRACTICES FOR TEACHING TESTING EMERGED FROM THE LITERATURE

Type of Practice Teaching practice

Type of Pedagogical | Case-Based-Learning
approaches to teach testing

Case-based learning in real-world situations/

Collaborative Learning (in Group)/ Peer Testing

Active Learning

Adaptive Learning

Iterative or Evolutionary Learning

Type of software to be tested | Using free or open-source projects (F/OSS) to be tested by
students, rather than toy or student-made software

Students write tests for code produced by fellow students
Testing on real world applications, in collaboration with a real
industrial company

Realistic software

Time to start teaching testing | Objects first, tests second

Applying the Testing Before Coding (TBC) method in
introductory programming courses

Early testing
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How to evaluate students’ | Providing students with automatic, concrete, incremental
testing learning feedback on performance

Using Automated assessment of students' testing skills for
improving correctness of their code

Better approach to evaluate student-written tests, based on
Checked Coverage and Object Branch Coverage

Subjective self and peer assessments

Rapid automated feedback on software tests for complex
projects

Testing Practices being | Using test-driven development in the classroom

suggested for teaching better

Unit testing using the Given, When, Then pattern and TDD
integrating automated unit testing practices in an introductory
programming course

Teaching testing using analysis of Known Bugs, bug-hunting
gamification

Using industry-strength tool

RQ2: What technologies and tools have been proposed in the literature for better teaching
testing?

Table 16 reports a list of tools for teaching Testing emerged from the literature.

TABLE 16: LIST OF TOOLS FOR TEACHING TESTING BETTER EXTRACTED FROM THE LITERATURE

#ld | Tool Description

1 STCAES A computer-assisted instructional method based on
machine learning in software testing class

2 HALO - “Highly Addictive socialLly | A gameful approach to teaching software design and
Optimized Software Engineering” | software testing - assignments and quests

3 Autograde A gimmick to integrate software testing throughout
the curriculum

4 SEP-CyLE (Software Engineering | A Learning Environment for Integrating Testing into
and Programming Cyberlearning | Computer Programming Courses

Environment)
5 Code Defenders Code Defenders is a Testing Tool that exploits the
gamification to stimulate students to introduce
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faults in the code and write tests to reveal these
faults

6 No name An automated system for interactively learning
software testing

7 WebIDE A Web IDE that can guide the students through a pre-
defined path of steps to force them to write tests and
specifications before implementing solutions

8 - Architecture proposal for a software testing

laboratory based on a cloud platform

9 Testing Tutor

Testing Tutor, a web-based assignment submission
platform that supports different levels of testing
pedagogy via a customizable feedback engine.

10 | Testing Framework for C

An integrated framework for several automated
testing components, including unit testing,
integration testing, and dynamic analysis for
memory leaks

As the Table shows, we were able to extract only 10 tool proposals from the literature.

Three of these tools (HALO, Autograde, and Code Defenders, Ids: 2, 3, and 5, respectively) have been
designed to teach testing using a gameful approach. Other tools, like 1, 4, 6, 7, 9 provide different
types of learning environments to teach testing. As an example, Web IDE (Id 7) can guide the
students through a pre-defined path of steps, to force them to write tests and specifications before
implementing solutions. STCAES instead exploits machine learning for offering an adaptable
learning experience. Tools like 8 and 10 provide a laboratory infrastructure that help students to

practice different types of testing.

Based on these results, we were able to infer three main categories of tools proposed so far to better

teach testing:

(1) Toolsthat exploit a gameful approach to motivate students to practice testing;

(2) Tools that provide a learning environment to guide students through a learning path,
interactively, or with the support of machine learning techniques;

(3) Toolsthat support students in practicing testing in laboratory settings.

RQ3: What gamification approaches have been proposed in the literature for better teaching

testing?

The following Table 17 reports a list of gamification approaches for teaching Testing emerged from

the literature.

TABLE 17: LIST OF GAMIFICATION APPROACHES FOR TEACHING TESTING
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#1d Gamification Approach

1 A gameful approach to teaching software design and software testing - by assignments
and quests

2 Code Defenders: Gamifying a Software Testing Course with the Code Defenders Testing

Game. The practices that are object of gamification are two: introducing mutations in
the code and writing tests to reveal these mutations

3 A testing simulator which enables students to test software programs.

4 tpUnit-An experience inintegrating automated unit testing practices in an introductory
programming course

5 Bug Catcher: A system for software testing competitions on bug catching

6 Lego-based game for the agile testing concept, storification for the laboratory setting

with various testing concepts to be learned, and dice-based game for learning
exploratory testing in the seminar setting.

7 Pedagogical approach of integrating gamification and statement coverage into a turn-
based game called CoverBot.

8 The simulation game is composed of several modules on several approaches of Internet
of Things testing

9 It uses elements of gamification as a systematic strategy in the teaching of Exploratory
Testing (ET) to keep a strong engagement of the students and stimulate a good
performance

A subset of these approaches implements a game with a specific game dynamic (such asin the case
of 1,2, 5, 6,7, 9) that try to stimulate students by competitions. Other approaches rather offer a
simulation game where students can practice testing on small/ toy examples (like in the case of 3
and 8).

This study of the literature has the same kind of threats to validity common to any secondary study
in the Software Engineering literature. There are potential issues with how data was extracted,
limitations in the search terms that might have missed important papers, and bias in the applied
exclusion/inclusion criteria. In this section, the threats are discussed using the standard
classification in the literature.

Internal validity: to make sure that the study can be repeated, we used a systematic approach with
precise search terms and inclusion/exclusion criteria. However, there is a potential threat that
relevant articles have been missed. Also, inclusion/exclusion criteria and their application could
also be affected by the bias of the researchers, depending on their judgment and experience. To
minimize this threat, we used peer reviewing among the authors.

Conclusion validity: Conclusion validity of a literature review study is asserted when correct
conclusions are reached through rigorous and repeatable treatment. To ensure conclusion validity,
all related primary studies were selected, and all authors reviewed the terminology used in the
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defined schema to avoid any ambiguity. Data extracted from the primary studies by one author were
peer reviewed by another author to mitigate bias. Each disagreement between authors was
resolved by consensus among researchers. By following the systematic approach and described
procedure, we ensured replicability of this study and strengthened the likelihood that results from
similar studies will not have major deviations from our classification decisions.

External validity: This study provides a comprehensive review on the field of software-testing
education (more than 200 papers are included). Also, note that our findings in this study are within
the field of software-testing education. We have no intention to generalize our results beyond this
subject area.

Based on our analysis, it is possible to conclude that there are many interesting teaching practices,
tools, and gamification approaches for supporting testing learning that have been proposed and
experimented with in the literature so far. Some of them have been more frequently described in
the literature and the experimental validation results show their effectiveness in supporting testing
learning. This datum suggests us that they may be implemented in some of the Testing Capsules
that the ENACTEST project will develop.

However, it is also important to understand to what extent these practices are known and used
within the Software Testing courses that are offered at the University level and HED levels, and
possibly what is the opinion of Software Testing teachers about them.

To this aim, we decided to gather the teachers’ opinion about these practices using a Survey to be
sent to Software Testing teachers. Additional details about the Survey study that we performed will
be provided in the following Section of this document.
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5. Definition of the State of the Practice in Teaching
Testing

The aim of this activity was to describe the state of the practice in software testing teaching in
Academic and VET institutions in the context of European countries. To achieve this goal, we
proceeded according to the Methodology reported in the following sections.

To reach our objective, we performed two sequential steps. In the first step, we intended to obtain
an overview about the academic and VET offering of Software testing related courses in the
European countries of the ENACTEST consortium academic partners. We considered courses from
Italy, Belgium, Spain and Portugal, and for each country, we extracted a sample of courses from
selected academic institutions where the Software Testing topics are taught. Afterwards, we
studied the characteristics of these courses by analysing the publicly available information offered
by the official Web sites of their Academic Institutions. This study allowed us to obtain a structured
Mapping of the Courses.

In the second step, we wanted to learn more about the offered courses from the concrete
perspective of their teachers. We aimed at understanding specific information about them, such as
the teaching approaches, learning objectives, adopted testing materials, learning and evaluation
strategies, etc. We also wanted to explore the main issues, needs, and challenges experimented by
teachers in teaching software testing in the practice.

To this aim, we designed a Survey that was submitted to 96 teachers selected from our inventory of
courses. Thanks to this Survey, we were able to develop a conceptual framework that describes the
state of the practice in teaching testing in the considered European countries.

In the following, we describe how we proceeded in each step and the results we achieved.

In our study, we need to define a context where we will investigate the state of the practice in
Teaching Testing and Test Case Design. We are focusing on a subset of European countries which
corresponds to the countries of the ENACTEST partners, assuming that they are representative of
how testing is taught.
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We posed a set of Research Questions to investigate the quantity and typology of courses involving
Software Testing topics that are taught in the context of the analysed universities.

e RQ1: How many courses involving testing topics are offered in the selected universities?

e RQ2: How many of them are taught at Bachelor’s degrees? How many of them are taught at
Master’s Degrees?

e RQ3: How many of them are completely based on Software Testing topics? How many of
them only include software testing topics?

e RQ4: What are the characteristics of the Software Testing courses?

e RQ5: What are the characteristics of the courses including (but not based) on Software
Testing?

We have decided to systematically search for courses that teach testing. To do this, we select a
representative sample of universities by considering the universities that are listed in the ranking
provided by Scimago.

This list ranks the university with respect to the quantity and impact of the publications in each
scientific field. We have considered the ranking related to the Computer Science field, that is
available at:

We primarily considered the universities of the countries that are members of the project
consortium and that are in the higher positions of the rank. For each of them, we explored the
bachelor's and master's degrees they offer on their institutional Web sites to identify courses in
testing or software engineering courses that cover some hours on the topic of testing.

We analysed 121 courses from 5 countries (58 from Italy, 25 from Portugal, 22 from Belgium, 14 from
Spain, 2 from Germany) and 39 different universities.

To filter a set of relevant courses, we applied some inclusion and exclusion criteria:
The inclusion criteria were:

- The course syllabus provided a sufficient level of details.
- Thesyllabusis written in English or in the language of one of the ENACTEST partners.

As exclusion criteria, we excluded:

- courses that have no software testing topics at all in their syllabus.
- dismissed courses (not active in 2022)
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For each course, general information about the university offering it, the belonging degree and
specific information about the course were gathered. All the ENACTEST partners were responsible
for gathering the information from courses offered in their countries and documenting it in an Excel

file in English.

In detail, the fields of the spreadsheet that were filled, with an explanation and the set of possible
values, are reported in Table 18.

TABLE 18: COURSE MAPPING FIELDS

Field Possible values Explanation

# Ordinal number of the analysed course (just as a
key)

Country

Geographic Area

EU

The geographic area where the course is taught

University

Name of the university

Degree Name

Name of the degree

Degree Level

Bachelor / Master /

Levels of the degree

Other

Link to degree URL of degree, when available

page

Course Name If the same courses with the same name are taken
by different teachers in different classrooms, we
have inserted a different row for each teacher

Course year 1/2/3/4 Year of the course

Course Link Link to the public page containing information

about the course for 2022-23

Scientific Field

CS/CE/IS/ Other

Courses that are not focused on Computer Science
or Computer Engineering fields may be discarded

Teacher name

Teacher contacts Email or personal page, useful to build a list of
teachers that could be invited for a successive
survey

#EC Number of credits (EC)

Type Theory / Lab / Both /

Other
#Hours Number of lectures hours, when available
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Theory Hours

Number of hours devoted to frontal lectures, when
available

Software Testing

Lab Hours Number of hours devoted to practical / lab lectures,
when available
Focus on | Complete / Partial /[ Complete for a software testing course, partial for a

Marginal / Absent

course with some basic testing topics in the
syllabus (e.g., a software engineering course),
marginal for a course with a single testing topic,
usually not basilar (e.g., security testing on a
security course), absent if there are no testing
topics. Courses having Marginal and Absent focus
on testing are excluded from the analysis.

Assessment Open questions/ | Assessment method for students, when available.
Methods Closed questions/

Exercises/

Homeworks/ Project/

Discussion
Language Only English and other languages of the partners

should be considered (Italian, Spanish, Portuguese,
Belgian, French, Flemish, Swedish)

Once each partner extracted the required information, another partner validated the proposed
extraction, by re-reading the available course information.

Based on the extracted data, we applied the inclusion and exclusion criteria to obtain a subset of

relevant courses.

A similar analysis was performed also for a sample of 12 VET/HED courses from Spain which were
offered by one of the project partners. In order to take into account the differences between
University courses and VET/HED courses, we designed a specific extraction form. Table 19 reports
the list of the fields included in the resulting course mapping, with the possible values and an
explanation of each field.

TABLE 19 : VET/HED COURSE MAPPING FIELDS

Field Possible values Explanation

# Ordinal number of the analysed course (just as a
key)

Country

City City the course is taught

Geographic Area | EU The geographic area where the course is taught
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Type of degree HED /VET Professional training. VET is for medium degree,
HED is for high degree.

# of years 2/3 Number of years of the whole degree

Name of the

degree

Course year 1/2/3

Name of the If the same courses with the same name are taken

course by different teachers in different classrooms, we

inserted a different row for each teacher

Teacher name

e-mail

# of students Link to the public page containing information
about the course for 2022-23

Main focus

Number of Total number of hours along degree duration.

teaching hours
dedicated to
testing

Number of Total number of hours along degree duration.
practical hours
dedicated to
testing

Topics covered
during classes
Testing tools
used

We report in the following the main results from the analysis of the selected courses, organised with
respect to the proposed research questions.

We selected 94 University courses. They were from 5 countries (39 from Italy, 25 from Portugal, 14
from Belgium, 14 from Spain, 2 from Germany).
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Figure 8 shows the number of analysed courses divided by countries.
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FIGURE 8 : GEOGRAPHICAL DISTRIBUTION OF THE ANALYSED COURSES

These courses were offered by 39 different universities, respectively 15 from Italy, 3 from Belgium,
7 from Spain, 12 from Portugal and 1 from Germany. Two courses of Software Testing from
Germany, held by a teacher with wide experience in software testing education using gamification,
have been also included in our analysis.

Afirst possible partition of the selected course is based on the degree level at which they are taught,
distinguishing between a bachelor's degree and a master's degree.

We found 58 courses taken at bachelor’s Degree and 36 at master’s Degree.

By considering also the years in which they are taken, we observed six courses in the bachelor's first
year, 16 in the second year, 36 in the third year, 32 in the master’s degree first year and, finally, 4 in
the last year of master's degree.

Figure 9 shows the distribution of the courses including Software Testing topics within degrees and
years.
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FIGURE 9 : DISTRIBUTION OF THE ANALYSED COURSES WITH RESPECT TO DEGREES AND YEARS OF COURSE

By observing in detail the University course names and syllabus, we found 15 courses completely
devoted to Software Testing topics, whereas the remaining 79 includes some testing topic in the
context of more general courses, e.g., Programming or Software Engineering.

Figure 10 reports in detail the distribution over the degrees and over the years of the courses
completely or partially based on Software Testing topics.

We observed that the most common year in which courses including software testing topics is the
third year (in many cases we observed that these topics are included in a software engineering
course). As regards the Software Testing courses, they are more frequently included in the master’s
Degree, and they are almost always offered in the first year of the master’s Degree. Only in three
cases they are offered at the 3 year of the bachelor’s Degree.
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FIGURE 10 : DISTRIBUTION OF THE ANALYSED COURSES WITH RESPECT TO DEGREES AND COURSE YEARS

We can observe that in 30 out of 39 universities there is at least an introduction to testing topics at
bachelor’s degree, whereas in the remaining 9, Software Testing is introduced only at master’s
degree level. Consequently, in 23% of Computer Science and Computer Engineering courses of the
selected universities, the students who finish their studies with a bachelor’s degree could have no
knowledge at all about software testing.

We also observed that only 15 out of 39 (38.5%) considered universities offer a Software Testing
specific course.

In 12 out of 39 universities there is a Software Testing specific course at master’s degree. In only 3
universities (Oviedo, Aveiro and Passau) a Software Testing course is offered at Bachelor Level.

As regards the considered HED and VET courses, the majority of them were focused on Software
development and programming, being some of them high-level concepts and best practices and
being others more focused on specific languages like Java and SQL. Testing topics are only partially
covered by these courses.

First, we analysed the names of these courses and we observed how are prevalently using words
such as “Software Testing”, “Verification and Validation” or their combinations. Three courses,
instead, declare a focus on Software Quality, while the remaining one is called “Advanced
Programming Techniques” but is instead focused on Testing aspects.
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Figure 11 shows a word cloud of the terms used in the names of the courses completely devoted to
Software Testing.

testing

quality

verification

software

advanced \/Q |dat|0n

FIGURE 11 : WORD CLOUD OF THE NAMES OF SOFTWARE TESTING COURSES

Most of the Software Testing courses (10 out of 15) are included in Computer Science Degrees (in 3
cases at bachelor’s degree, in the other 7 cases at master’s degree), whereas the remaining 5 are
included in Computer Engineering Degrees (always at Master Level).

As regards the size of the Software Testing courses, we found that almost all the courses provide 6
European Credits (EC), with the exception of the course at the Universidade do Minho (Portugal)
that provides 5 EC, of the one at the University of Madrid (4 ECs) and of the one of the University of
Valencia (UPV), that provides 2 ECs.

We also observed that all these courses combines both theoretical lectures and laboratories.

The assessment method (when specifically declared in the course syllabus) consists in most of the
cases of a project work (in 10 courses) or open questions (in 5 cases). In only one case, the
assessment method is based on exercises.

As regards the courses that only partially focus on Software Testing topics, they are mostly Software
Engineering, Object Oriented Programming and, more rarely, courses focused on Software design.

Figure 12 shows a word cloud of the names of these courses.
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FIGURE 12 : WORD cLOUD OF THE NAMES OF COURSES INCLUDING TESTING TOPICS

The analysed courses are often included in Computer Science degrees (44 cases) and Computer
Engineering degrees (33 courses), except for the courses of the University of Leuven (KUL) that are
included in the industrial science bachelor’s degree and the Information Management master’s
degree.

The number of ECs associated to these courses varied from 3 to 12, but the average value is of about
6.3 ECs, almost equal to the one of Software Testing courses.

Only 6 courses identify themselves as theoretical courses, whereas the remaining ones include both
theoretical and laboratorial activities.

As regards the assessment method, likewise the Software Testing ones, the most common
assessment type is the project (in 14 cases) or homework (in 4 cases), whereas less common are
open questions (in 10 cases) or closed questions (in only 3 courses). For the remaining 17 courses,
no information about the assessment method was available from the online resources.

As regards the considered HED and VET courses, the number of teaching hours and practical hours
devoted to testing were available for each course. Figure 13 shows the number of hours dedicated
to testing activities, by distinguishing between teaching activities and practical activities. Of course,
the organization of HED and VET courses are completely based on intensive classroom activities,
whereas university courses include time for homework and personal study outside the classroom
hours.
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FIGURE 13 : NUMBER OF HOURS DEDICATED TO TESTING IN HED AND VET COURSES

We also collected data about the number of students composing the HET and VET courses classes.
Figure 14 shows the number of students enrolled in each considered HED or VET course. The average
number of enrolled students is of about 22 students, that is a number generally lower than the one

of students enrolled in bachelor university courses.
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To enhance construct validity, we not only reviewed courses from the top-ranked universities of the
partner countries but also considered additional sources to ensure a comprehensive selection of
courses on testing.

Internal validity: While partners may occasionally miss some courses due to human error, we
establish a rigorous and standardized process for collecting syllabus information, ensuring
thoroughness, and minimizing the chances of overlooking courses.

External validity: Although there is a potential threat regarding the inclusion of courses exclusively
from European partner countries, we address this by carefully reviewing the syllabus of these
courses and ensuring they are representative of testing education in Europe. Additionally, for the
application of the capsules we include courses from other regions considering cross-cultural
perspectives to enhance the generalizability of our findings.
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In this step we needed to collect more data about the offered courses from the perspective of their
teachers. We aimed at understanding specific information about them, such as the teaching
approaches, learning objectives, adopted testing materials, learning and evaluation strategies, etc.
We also wanted to explore the main issues, needs, and challenges experimented by teachers in
teaching software testing in the practice.

To execute this step, we defined the following protocol, reported in Table 20.

TABLE 20: PROTOCOL DEFINITION OF THE SURVEY STUDY

Activity Description
Definition of the Research | We defined the specific RQs that we intended to investigate
Question by interviewing teachers.

Selection of the teachers to be
interviewed

An adequate number of teachers to be interviewed was
defined.

We defined the inclusion/ exclusion criteria for selecting
candidate teachers from the ones emerged from the previous
screening activity.

We applied guidelines for designing the questionnaires and
validating them

Each partner managed part of the interviews

Design of the Questionnaire
Interviews and their validation
Execution of the interviews and
data collection

Analysis of collected data

Definition of procedures for analyzing collected data about
the courses

Our study intended to answer the following 6 research questions:

e RQ1: What are the characteristics of the taught course?

e RQ2: Which topics are taught? Which materials are used?

e RQ3: Which specific Testing Practices are adopted in the course?

e RQ4: Which Teaching Learning Tools are adopted?

e RQ5: Which Gamification approaches are followed?

e RQ6: Are the teachers satisfied about the available materials? What are their main
desiderata?

These research questions guided us in the survey definition, that is reported in subsection 5.4.3.
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We required the subjects of our survey to be teachers that have taught. More in details, the single
inclusion criterion (11) was that the subject to be surveyed is a teacher either of a software testing
course or other courses partially focused on software testing topics, e.g., programming, software
engineering, security courses, etc. The course could be offered in any European country.

We started considering teachers who held courses included in our Course Mapping. In addition, we
added to this list of candidate teachers other people who manifested interest in the project and who
satisfy the same inclusion criterion.

In details, we formed a sample of 96 teachers: 59 teaching at bachelor’s degree courses, 32 at
master’s degree courses and 5 at HEDs or VETSs.

In particular, 60 of them teach in Italy, 7 in Portugal, 10 in Belgium, 14 in Spain and 5 in the
Netherlands (these latter ones are related to VET courses).

To obtain information from teachers related to the different aspects of teaching software testing
addressed by the proposed research questions, we designed a survey organized in 5 main sections.

The first section includes questions aiming at gathering descriptive information about the course,
that was not extracted from the online course information. In particular, due to anonymization of
the answers (cfr. subsection 5.4.4) we did not collect neither the names of the teachers nor the
names of their courses nor the universities in which they are taken, but we gathered much
information about the type of course, the demographics of the students, the assessment method
and the testing topics included in the course.

Table 21 reports the set of posed questions and sets of possible answers that were suggested in the
online form.
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TABLE 21 : SURVEY SECTION 1 — OVERVIEW QUESTIONS

ID |Question Possible answers
1.1 [The course you teach is focused on Testing? Completely (The majority of the
lectures are devoted to testing
topics)/ Partially (A minority of
lectures are devoted to Testing
Topics) / The course does not contain
software testing topics at all
1.2 |At what level is the course being taught? Bachelor Degree / Master Degree |
other
1.3 |At what year(s) of the degree is the course offered? First / Second / Third /other
1.4 [How many credits (ECTS) correspond to the course?
1.5 |What is the number of enrolled students in the past (or
current) edition of the course?
1.6 |What is the average age of the students?
1.7 |Is the course mandatory or optional? Mandatory / Optional
1.8 How many hours of the course are devoted to
Theoretical lectures on software testing topics?
1.9 |How many hours of the course are devoted to Practical
lectures on software testing topics?
1.10 [How is the student evaluation done? Questionnaire with closed answers /|
Open Questions / Exercises / Project /|
Oral Examination / Other
1.11 [How many student evaluations do you perform? Just one (the final examination) / Two
/ Three or more
1.12|Did you consider the ACM Curricula Recommendations| Yes/ No
(*) in the design of this course?
If yes, which Curriculum?
()
1.13|Did you consider the ISO-IEEE Standard 29119 - 2022 -{Yes/ No

“Software and systems engineering — Software testing”
(**) in the design of this course? If yes, which parts?
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(**) https://www.iso.org/obp/ui/#iso:std:iso-iecH

ieee:29119:-1:ed-2:vl:en

1.14Did you consider the SWEBOK-Software EngineeringYes/ No
Body of Knowledge (***) in the design of this course? If
yes, which part?
(***) https://www.computer.org/education/bodies-of
knowledge/software-engineering
1.15What test design techniques (according to theSpecification Based/ Equivalence
classification provided by the ISO/ IEEE StandardPartitioning/  Classification  tree
29119-2022) are taught? method / Boundary value analysis /
Syntax testing / Combinatorial
testing/ Decision table testing/
Cause-effect graphing / State)
transition testing/ Scenario testing/
Use case testing/ Random testing /
Metamorphic testing / Requirements-
based testing/ Structure Based/
Statement testing/ Branch testing/,
Decision testing/ Branch condition
testing / Branch condition
combination testing / MC/DC testing /|
Data flow testing / Experience Based /
Error guessing / Other
1.16|What testing practices (according to the classificationfModel-based  testing/  Scripted
provided by the ISO/ IEEE Standard 29119-2022) areftesting/ Exploratory testing /
taught? Experience-based testing/ Manual
testing/ A/B testing/ Back-to-back
testing / Mathematical-based testing /|
Fuzz testing / Keyword-driven
testing / Automated testing / Other
1.17|What testing levels (according to the classification[Unit testing/ Integration testing/

provided by the ISO/ IEEE Standard 29119-2022) are
taught in the course?

System testing/ System integration
testing / Acceptance testing / Other
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1.18What testing types (according to the classificationFunctional testing/ Accessibility]
provided by the ISO/ IEEE Standard 29119-2022) aretesting/  Compatibility  testing /|
taught in the course? Conversion testing / Disaster/recover
testing / Installability testing /
Interoperability testing / Localization
testing/ Maintainability testing/
Performance related testing /
Portability  testing/ Procedure
testing / Reliability testing/ Security
testing / Usability testing / Other
1.19|What testing tools (e.g. Selenium, EvoSuite, Randoop,
UMeter, PIT, etc.) are taught?
1.20 [What testing frameworks/ libraries (e.g., JUnit, Mockito,
Cucumber, ...) are taught?
1.21What do you expect as students’ prerequisiteNone/ Basics of programming/
knowledge? Advanced programming knowledge /
Other
1.22 [What types of Teaching materials do you use? Books/ Slides/ Exercises/ Videos/
Podcast / Scientific Papers / Other
1.23 |What Textbooks do you use?
1.24 |What are the programming languages/ technologies ofJava / C/ C++/ C# / Python |

the software being tested in the course?

Javascript / Other

The second part of the survey is devoted to gathering information about the Testing Teaching
Practices used in the course, proposing a set of practices found in the previous literature analysis
(i.e., TDD, Case-based Learning, Adaptive Learning Module, early introduction of testing in
programming courses). To help the responders, we provided references to the exact definition of
these practices. Table 22 reports the set of the posed questions and of the proposed alternative
answers.
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HING PRACTICES QUESTIONS

Question

Possible answers

2.1

Is the TDD (Test Driven Development)
practice of testing before coding used in the|
courses?

Yes / No

2.2

Do you use any automated assessment of
students’ testing skills? If yes, which one?

Yes / No

2.3

What kind of software is tested in the
classes/ homework?

Toy examples / Student-made software/
Free or Open-Source software/ Other
student-made software / Industrial
Software/ Other

2.5

Is the Case-Based-Learning Y practice used
in the courses?

W Case-Based-Learning is an interactive
learning technique that includes real world
examples followed by discussions, team
work, decision making tasks,
brainstorming, and presentations.

Yes / No

2.6

Is the Adaptive Learning Model @ practice
adopted?

(2) Adaptive Learningis an approach where|

students are engaged in activities which
aim at facilitating the acquisition of new
knowledge and skills in a learner-centered
manner. As an example, an adaptable
learning model allows for variation in the
paths to learning outcomes on the basis of]
the feedback on students’ performance.

Yes / No

2.7

If you teach in a Programming Course, do
you adopt the practice of early introducing]
testing?

If the answer is yes, what are the first|
moments you talk about testing with the
students?

Yes / No

The third part of the survey is devoted to knowing if teachers use educational tools supporting
testing learning in their courses.
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We exemplified this concept by providing the following set of categories and examples:

1)

4)

Virtual Learning Environments offering information, teaching materials about testing, and
social and media networking features for supporting students, like WRESTT-CyLE
( );
Tools that help students explore testing topics and practice the application of fundamental
testing techniques by means of challenges with immediate feedback, like the Bug Hunt tool
( );

Tools that can guide the students through a predefined path of steps to accomplish testing
tasks;

Tools supporting an instructional method based on machine learning.

Table 23 reports the set of questions designed for this aim and the corresponding proposed

answers.
TABLE 23 : SURVEY -SECTION 3- TOOLS TO SUPPORT TESTING LEARNING QUESTIONS

ID |Question Possible answers

3.1 |Do you use any of the listed types ofl1) Virtual Learning Environments / 2) Tools that help

tools/ environments for supportingstudents explore testing topics / 3) Tools that can

students’ testing learning? guide the students / 4) Tools supporting an
instructional method based on machine learning /
None of the above / Other
3.2 |What are the main features offered by|Support to the test case specification / Support to the
the adopted Testing Tool? test case implementation / Support to the test case
execution results evaluation/ Support to testing
concept learning / Other
3.3 |What Testing techniques areSpecification Based/ Equivalence Partitioning/

supported by the tools? Classification tree method / Boundary value analysis /
Syntax testing / Combinatorial testing / Decision table
testing / Cause-effect graphing/ State transition
testing / Scenario testing / Use case testing / Random
testing / Metamorphic testing / Requirements-based
testing / Structure Based / Statement testing / Branch
testing / Decision testing / Branch condition testing /
Branch condition combination testing/ MC/DC
testing / Data flow testing / Experience Based / Error
guessing / Other
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3.4 |What testing levels are supported bylUnit testing/ Integration testing/ System testing
the tools? System integration testing/ Acceptance testing/
Other
3.5 |What Testing practices are supportedModel-based testing / Scripted testing / Exploratory
by the tools? testing / Experience-based testing / Manual testing /
A/B testing/ Back-to-back testing/ Mathematical-
based testing / Fuzz testing / Keyword-driven testing /
Automated testing / Other
3.6 [What types of testing are supported by|Functional testing / Accessibility testing /|
the tools? Compatibility  testing/  Conversion  testing/
Disaster/recover testing/ Installability testing/
Interoperability testing/ Localization testing/
Maintainability testing / Performance related testing /
Portability testing/ Procedure testing/ Reliability
testing / Security testing / Usability testing / Other
3.7 |If you don’t use any tool/ environment
supporting Testing Learning, what
type of tool/ environment would you
be interested in introducing in your
course? For which testing activity]
learning?

The fourth part of the survey is devoted to gathering information about the Gamification
Approaches eventually adopted by teachers in their courses.

In details, we asked if the teacherintroduces gamified activitiesin his / her courses. In positive cases,
we asked which testing activities are involved, which gamified tool is involved and what are its
characteristics. In particular, we considered the following basic gamification elements, according
to the definitions proposed by Pedreira et al. :

Awards: a particular award is given to the player on the completion of a behaviour.
Point-based reward system: the players obtain a reward in the form of points on the
completion of a certain behaviour.

Badges: they represent certain achievements of the user.

Levels: related to the point-based rewards; the users have a level that increases as they
reach a certain number of points.

Quests: the tasks the player must complete are presented as a quest, with additional game
elements (such a story) that makes it more attractive.

Voting: players can vote on another player’s behaviour. The votes themselves represent the
rewards obtained by each player.
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- Ranking: a ranking with the top players is presented to all players to increase
competitiveness. The position in the ranking can be defined by points, levels, or number of
votes, for example.

- Betting: users bet on a certain event, such as an estimation, for example. The winner of the
bet receives some reward in exchange.

In negative cases, we also asked if the respondent believes that the introduction of that activities
could help teaching testing.

Table 24 reports the list of posed questions with the corresponding possible proposed answers.

TABLE 24 : SURVEY SECTION 4- GAMIFICATION APPROACHES QUESTIONS

Question

Possible answers

4.1

Do you use any gamification approach for|
testing learning?

Yes / No

4.2

What Testing Activity is the subject of the
gamification approach?

Test Case Design / Test Case
Implementation / Test Case Execution /
Test Case Results Evaluation / Other

4.3

What Testing Technique is the subject of
the Gamification Approach?

Specification Based/  Equivalence
Partitioning / Classification tree
method / Boundary value analysis/
Syntax testing/ Combinatorial testing /
Decision table testing/ Cause-effect]
graphing / State transition testing/
Scenario testing/ Use case testing/
Random testing / Metamorphic testing /|
Requirements-based testing/ Structure
Based/ Statement testing/ Branch
testing/ Decision testing/ Branch
condition testing/ Branch condition
combination testing/ MC/DC testing/
Data flow testing/ Experience Based /|
Error guessing / Other

4.4

Do you use any testing tool to implement]
your gamification approach, such as the
Code Defenders tool?
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4.5 Which type of Gamification elements arefAward / Point-based reward system /|
adopted? Badges / Quests / Voting / Ranking /|
Betting / Other
4.6 Can you provide a brief description of how
the game works?
4.7 If you don’t use gamification, do you think

that a gamification approach could be
useful to help the students learning any off
the testing topics presented in the course?
If yes, which testing activity would you
gamify and how?

The last section of the survey is devoted to the collection of opinions and observations of teachers
regarding their satisfaction for the existing teaching material and educational support and their
wishes about the future development of further support and new tools.

Table 25 reports the set of questions we proposed to teachers, with possible answers.

TABLE 25 : SURVEY SECTION 5- SATISFACTION / ISSUES [

ID Question Possible answers

5.1 Are you satisfied with the teachingYes / No / They could be improved /|
materials currently used on the course?  |Other

5.2 Are there any testing topics taught in the
course which would need improved
supporting teaching materials? Which are
those topics?

5.3 What types of improved teaching materialslExercises / Solved Examples / Tutorials /|
would be needed? Projects / Books / other

5.4 If you are not satisfied with any teaching

material, have you any idea about how to
improve such material?
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The designed questionnaire was implemented by using Microsoft Forms and was made available at:

To guarantee the privacy of the participants, the survey was sent for approval at the ethical
committee of the KU Leuven. The approval for the distribution of the survey can be found under
number G-2023-6207. The privacy is ensured by the fact that at no point during answering the
guestionnaire, personal data are asked or collected (no names, addresses, etc.). The form is hosted
via Microsoft Forms, as Microsoft forms is known to not keep track of any IP addresses of the
participants either.

After the ethical approval, the projects participants sent invitations to the survey to the list of 96
teachers presented in subsection 5.4.2.

Due to the anonymity of the survey, we sent the invitations only to these teachers, in order to avoid
the participation of further subjects who did not satisfy the defined inclusion criterion.

We received a set of 52 answers, of which 3 cannot be considered valid because the teachers
admitted that their course have no testing topics (in some cases syllabi of the courses were not
online available, thus it is possible that some of them, for example, teach in software engineering
or programming courses without testing topics).

Each answer is related to a single course taught by an anonymous teacher: we asked teachers
having two or more courses with testing-related contents to fill multiple times the survey by
considering different perspectives for each of the taught courses.

In the following, the results of the survey are presented to provide answers to the proposed research
questions.

Afirst overview about the courses taught by the teachers participating in the survey can be obtained
from the answers given to the questions of the First Section of the survey.

The respondents were teachers of 29 bachelor’s degree courses, 13 master’s Degree courses and 7
HED / VET courses. In more details, Figure 15 shows the course years in which the analysed courses
are taken. Most of the academic courses are in the 3™ year of the bachelor’s degree and in the 1%
year of the master’s degree, whereas only in few cases software testing is taught earlier.
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FIGURE 15 : DISTRIBUTION OVER THE COURSE YEARS OF THE ANALYSED COURSES

80

In this survey we found 17 courses that are completely devoted on Software Testing topics (they will
beindicated in the following as Software Testing courses) whereas the remaining 32 courses are not
focused on software testing but include some testing topics. Figure 16 shows in detail how these

courses are distributed over the years of bachelor’s degree, master’s degree, and VETs.

m Software Testing Courses M Other Courses

FIGURE 16 : DIVISION BETWEEN SOFTWARE TESTING COURSES AND COURSES INCLUDING TESTING TOPICS

We observe that the Software Testing courses are in majority at master’s degree level, whereas the

other courses are more often at bachelor’s degree or in VETSs.

In the following, we will distinguish the data regarding software testing courses and from data

related to courses only including some testing topics.
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Software Testing courses weights 5.5 ECTS in average, whereas the other courses weights about 7.5
ECTS in average. More in general, there are no testing-specific courses providing more than 7.5
ECTS.

The number of students is also quite different between the two categories: there are about 55
students per year for each Software testing courses and 114 students per year in the other courses.
These data can be explained by considering that software testing specific courses are generally
taught at master’s degree level, where the total number of students is generally lower.

In addition, we observe that only 11 out of 17 analysed Software Testing courses are mandatory,
differently from the majority of the other courses (29 out of 32 of them are mandatory).

The courses have also different distributions of the time allocated to theoretical lectures and
practical activities: in Software Testing courses there are, in average, more hours allocated to
theoretical lectures than on practical activities (22 hours vs 16 hours), whereas in the other courses
there are 15 hours in average allocated to testing of which 7 hours are allocated to theoretical
lectures and 8 hours to practical activities, as depicted in Figure 17.

45
40
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20
15
10

ST courses Other courses

m Theory hours  m Practical hours

FIGURE 17 : DISTRIBUTION OF TIME BETWEEN THEORETICAL LECTURES AND PRACTICAL ACTIVITIES

Finally, as regards the assessment method, teachers adopt a range of different evaluation method.
Figure 18 shows that usually more than one assessment method is adopted. Written exercises are
more often considered on the other courses, whereas most of the Software Testing courses involve
the assessment of a project. It is interesting to see that oral examination is adopted only in about
25% of courses.
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FIGURE 18 : PERCENTAGE OF ADOPTION OF DIFFERENT ASSESSMENT TECHNIQUES

82

The second part of the first section of the questionnaire includes many questions aiming at knowing
the testing topics taught by the teacher and the material he/she used, including the used

frameworks, tools, and books.

First of all, we asked if the teachers have followed the recommendation and taxonomies of some

standard sources, such as ACM or SWEBOK Curricula recommendations.

In detail, only 5 out of 49 teachers (10%) followed at least one of the ACM Curricula
recommendations for designing the course, while SWEBOK is slightly more popular since it is

considered by 9 out of 49 teachers (18%).

We analysed the answers related to the test design techniques taught in the context of the courses.

Figure 19 shows the percentage of surveyed courses where each testing topic is taught.
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FIGURE 19 : TESTING TOPICS TAUGHT

In the context of the received answers, the topics that are more commonly taught in Software
Testing courses are black box techniques such as Boundary-value analysis (88% of courses,
Equivalence based testing (82%) and advanced structural testing topics such as Branch condition
testingand MC/DC testing (both taught in 76% of the analysed courses). On the other hand, the more
popular topics in the other courses are Branch testing (63%), Requirements-based testing (59%),
Boundary value analysis (56%) and Equivalence partitioning (taught in about half the considered
courses). We observe that some testing techniques are absent (no teachers considered data-flow
testing), whereas other ones are considered only in testing specific courses (i.e., mutation-based
testing).

Figure 20 shows, instead, how often the testing practices proposed by the ISO/ IEEE Standard 29119-
2022 are included in the surveyed courses.

We observe that in software testing course the more popular practices are Automated testing (in
82% of courses) and Model based testing (59%), followed by Manual testing (41%). On the other
hand, on the more basic courses Automated testing is taught in 59% of courses and Manual testing
in 53% of courses, whereas model-based testing is taught in just 2 out of 32 courses (6%).

We expected that in software testing courses there was a wider coverage of software testing
techniques, but we surprisingly measured that in average about 9 different testing techniques for
each software testing course and about 6 testing techniques for the other courses. In other words,
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we observe that software testing course provide a more in-depth presentation of some testing
techniques, with more practical activities, but without a great improvement of the set of topics
covered.
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FIGURE 20 : TESTING PRACTICES TAUGHT

As regards testing levels (see Figure 21), we can observe that Unit testing is taught in each course,
but there is a similar distribution both for Software Testing courses and for the other courses.
System testingis the unique testing level for which there is a significant difference between software
testing and other courses: it is taught in 71% of software testing courses and only in 41% of other
courses.
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FIGURE 21 : TESTING LEVELS TAUGHT
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The last question about testing topics regarded the considered types of testing. Figure 22 clearly
shows that functional testing is taught in all the courses, whereas different type of testing is
considered in some specific courses. In particular, performance-related testing is taught almost
exclusively in Software testing courses (41% against 9% of non-testing courses).
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FIGURE 22 : TYPES OF TESTING THAT ARE TAUGHT

The prerequisites for Software Testing courses are represented in most cases by the knowledge of
programming basics (for 14 courses out of 17) whereas in the remaining 3 courses advanced
programming skills are required. Similar requisites are fixed for the other courses: in 24 courses out
of 32 only basic programming knowledge is required, while in other 6 courses advanced
programming skills are required. In 2 courses no requirements at all are requested. Figure 23 shows
the distribution of prerequisites for these courses.
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= Basics of programming = Advanced programming knowledge = None

FIGURE 23 : PREREQUISITES FOR THE SURVEYED COURSES

As regards testing materials, we posed different questions to know, respectively, which tools,
frameworks and textbooks are used by teachers to support testing teaching.

The most common type of materials used is represented by slides, that are used in all the courses
except one, whereas 88% of courses also uses practical exercises and only 53% of courses use
books. In addition, 20% of courses also uses scientific papers and another 20% of them uses videos.

We observe a very large and unpredictable fragmentation in textbooks: we found 55 different books
in the 53% of courses adopting at least a book. Books are relatively popular, such as the one by
Mauricio Aniche (Effective Software Testing) that is adopted by 7 different courses, the one by Kent
Beck (Test Driven Development: By Example), adopted by 6 courses, the one of Young and Pezze
(Software Testing and Analysis: Process, Principles and Techniques), adopted by 6 courses and the
one of Ammann and Offutt (Introduction to Software Testing) thatis used in 3 courses. All the other
books are used by just one or two different courses.

As regards the testing tools, the most popular one is Selenium, that is used for Capture and Replay
of test cases for Web applications: it is adopted in 20 out of 49 courses, whereas there is a long list
of other tools used in few courses (e.g., JMeter in 7 courses or Evosuite in 5 courses). Figure 24 shows
in a word cloud the names of the tools used by teachers.

.y
on
\\\'\“:" /

MY

ENACTEST



ENACTEST D4.1 Analysis of current practices of teaching testing 87

jenkins sonarqube

jacoco plt
evosuite

pex

jmeter nusmv  randoop

selenium

FIGURE 24 : WORD CLOUD SHOWING THE TOOLS SUPPORTING TESTING TEACHING

The most used framework/library is surely JUnit, that is used by 38 out of 49 courses (78%), while
Mockito is the most used library for integration testing (by 12 out of 49 courses, corresponding to
24%). There is a strong fragmentation also in this case, with the other frameworks or libraries that
are always used by not more than two courses. Figure 25 provides an overview of the frameworks
and libraries adopted in the surveyed courses.

mstest
testcontainers
springboottesting
seock mockito
o] .t
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jmock phpunit

FIGURE 25 : WORD CLOUD SHOWING THE FRAMEWORKS OR LIBRARIES USED IN THE COURSES

The most popular language used to teach test case design and implementation is surely Java, that
is adopted by 84% courses (41 out of 49) while the unique other languages adopted in a significant
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number of courses are Python (in 8 courses) and Javascript (in 4 courses). Figure 26 shows in a word
cloud the languages used in the considered courses.

java

pseudocode

python

nusmv

FIGURE 26 : WORD CLOUD SHOWING THE MOST USED LANGUAGES IN SURVEYED COURSES

Finally, we asked about the nature of the examples that are used to support testing learning and
exercising. In most cases, toy examples are used (57% of courses), while another common choice
consists in asking students to test programs that they have autonomously developed (it is adopted
in 49% of courses). The third most common solution consists of testing free or open-source software
systems: it is adopted by 31% of courses. Finally, in two courses a software specifically written for
that course is the object of testing activities (Figure 27).
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FIGURE 27 : TYPES OF EXAMPLES AND EXERCISES
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The questions of the second part of the survey aims at knowing if some specific teaching practices
presented in literature are adopted in the surveyed courses. Figure 28 shows an overview of these
practices and of their diffusion in software testing courses and in the other courses including testing
topics.

Early introducing testing

Automated assessment of students’ testing
skills

Adaptive Learning Model

TDD : Test Driven Development

o
vl

10 15 20 25 30

M SoftwareTesting Courses M Other Courses

FIGURE 28 : DIFFUSION OF SPECIFIC TESTING PRACTICES IN THE SURVEYED COURSES

A practice that appears common in the surveyed courses is represented by Test Driven Development
(TDD), thatis considered in 24 out of 49 courses (49%). It is more often diffused in programming and
software engineering courses (18 out of 32, 56%) but also in 6 out of 17 Software Testing courses
(35%).

Another practice having a good diffusion is represented by Adaptive Learning Model, that is also
more popular in programming and software engineering courses (15 out of 32, 47%), while only 2
teachers experienced it in Software Testing courses.

The automated assessment of students’ testing skills is, instead, a practice that is adopted in 5 out
of 17 (29%) of Software courses but also in 5 out of the 32 other courses (16%).

Finally, we found that in 5 of the courses including testing topics (16%), they are early introduced,
before or in parallel with other software engineering activities.
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The aim of the third part of the survey is to know if teachers use tools supporting teaching and
learning.

We found that these tools are used in 11 courses (7 of them are completely based on Software
Testing), while in some of them more types of tools are used.

In detail, 8 teachers provided tools helping students in exploring testing topics, while 7 of them
provided tools guiding students in test design development. Just in 4 cases Virtual Learning
Environments are adopted and in just one course a tool supporting learning via Machine Learning
is adopted (see Figure 29).

Tools that support learning method based on Machine

Learning - 1
Tools that can guide the students _ 7
Tools that help students explore testing topics _ 8
Virtual Learning Environments _ 4
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FIGURE 29 : DIFFUSION OF TOOLS SUPPORTING TEACHING AND LEARNING

The topics covered by the adopted tools are shown in Figure 30: 7 of them are related to test case
specification, 5 to test case implementation, other 5 to test case execution and only 3 to the learning
of general testing concepts.
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Support to test case implementation [ NN
Support to test case execution results _ 5
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FIGURE 30 : ACTIVITIES COVERED BY TOOLS SUPPORTING TESTING LEARNING

The set of testing techniques supported by testing learning is quite diversified, as shown in Figure
31. We observe that the field mostly supported are black box testing (e.g., equivalence partitions or
boundary value analysis), white box testing (e.g., Branch testing, Decision testing), random testing.
Anyway, none of these techniques is covered by testing learning tools in more than 20% of courses.

Mutation testing m——— 1
Error guessing = 0
Data flow testing = 0
MC/DC testing BT /]
Branch condition combination testing EETETTETTTETETETEEEEEEEEEEEEEEEEEEE—— 5
Branch condition testing EEETETEEEE————————— 3
Decision Testing I
Branch Testing I
Statement testing T
Requirements-based testing = 0
Metamorphic testing | 0
Random testing HEEEEE 5
Use case testing I /|
Scenario testing = 0
State transition testing EEEEEETEE———— )
Cause-effect graphing m————— 1
Decision table testing | 0
Combinatorial testing eeee—————— )
Syntax testing m——— ]
Boundary value analysis e 7
Classification tree method EEEEEEEEEEEEEEE————— 3
Equivalence partitioning ST S S

FIGURE 31 : TESTING TECHNIQUES SUPPORTED BY TESTING LEARNING TOOLS
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From the point of view of the testing practices supported by testing learning tools, Figure 32 shows
the number of courses having tools impacting these practices. We observe that automatic testing
and experience-based testing are covered by a significant number of courses (respectively 8 and 7),
whereas the other practices are only occasionally supported by testing learning tools.

Automated I 8
Keyword-driven = 0
Fuzz I 2
Mathematical based = 0
Back-to-back m—u 1
A/B I 1
Manual I 1
Experience-based I
Exploratory I 2
Scripted IS 3
Model based I 3

FIGURE 32 : TESTING PRACTICES SUPPORTED BY TESTING LEARNING TOOLS

The fourth part of the survey provided information about the diffusion of gamification approaches
in the context of testing teaching.

Only in 7 courses gamification approaches are adopted: 3 of them are at bachelor’s degree level, 3
at master’s degree level and the last one is a VET course. In details, gamification approaches are
adopted on 4 courses completely based of Software Testing and other 3 having only some testing
topics.

Thus, it is interesting to know that in 42 out of 49 courses (86%) there is no space for gamification
approaches.

Only in 5 courses the teachers witnessed about the use of a gamification tool.

In 4 different courses Code Defenders is used to support teaching testing design and in particular
for teaching mutation-based testing. In 2 cases it is adopted by dividing students in teams and by
asking them to play Code Defenders both as attackers (that write mutants) and as defenders (that
try to kill mutants) on different code examples.

In the other course, instead, the combination of SQLTest and GoRace tools is used to support
exercising many different testing techniques.
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In the other 2 courses, gamification mechanisms are applied without the support of a specific tool
by introducing, for example, point-based reward systems, awards, or badges to solicitate students
in competitive activities based on test case design.

We asked to all teachers if they think that gamification could be a valid support in future for their
teaching activities. 28 out of 49 teachers provided clear answers to this question, whereas the
remaining ones preferred to not answer it.

11 out of 28 teachers stated that they are not interested in the introduction of gamification activities
on their courses, mainly for timing constraints.

8 teachers, instead, are generally favourable in the introduction of these practices but did not
provided indications about the testing topics in which they could be more useful.

Finally, the last 9 teachers provided more detailed indications, suggesting their liking for the
introduction of gamification approaches in test case design and implementation and for practicing
with testing strategies such as use case testing, scenario testing, equivalence partitioning, boundary
analysis, white box testing, coverage-based testing, mutation-based testing.

The final questions of the survey are also finalized at collecting opinions about the quality of
teaching as perceived by teacher themselves and the opportunities to improve it.

16 out of 49 (33) teachers declared to be satisfied of the teaching materials, whereas the remaining
ones (67%) said that it could be improved. Two of them suggested the need for more exercises and
real use cases to be used instead of toy examples.

We asked teachers for which testing topics they think that there is lack of teaching material. We
received very fragmented answers, that we summarized in Figure 33. Although the majority of
respondents requested generic materials, a part of them explicitly cited specific testing topics such
as Acceptance testing, Coverage-based testing, Fuzzing, GUI Testing, Integration testing, Model-
based testing, Specification-based testing, TDD.
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FIGURE 33 : SUMMARY OF ANSWERS TO THE QUESTION "WHICH TESTING TOPICS TAUGHT IN THE COURSE (IF
ANY) WOULD NEED IMPROVED TEACHING MATERIALS? "'

More in detail, we asked them what types of Teaching Materials they would like to be improved. The
more common answer regarded solved examples and exercises (19 out of 49 teachers requested it).
It is interesting to observe that 6 out of 49 teachers requested new books, whereas other answers
cited real-world examples, systems to be tested, tutorials, videos, gamification examples. Figure 34
shows these answers in a diagram.
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Videos [l 1
Gamification examples [l 1

Tutorials 1l 1

Books [N ©
Systems under test [ 2

Real world examples [ 2

Exercises and solved examples | 19

FIGURE 34 : WHAT TYPES OF TEACHING MATERIALS WOULD YOU LIKE TO BE IMPROVED?

Some teachers provided more specific suggestions for specific materials or gamifications tools.

For example, some of them requested “a tool to show the traceability from requirements to testing
in real time”, “tools that provide a sequence of testing exercises with automatic feedback”, “real
systems with knows bugs that the students can use to practice the techniques learned in the
course”, “online resources students could explore with testing challenges”. Finally, a teacher
proposed that “all the software testing teachers could be linked in some social network and share
the material they use for the course (books, slides, etc.), as well as the solved examples and testing
exercises, plus how they do exams. Sharing knowledge, insights, and materials among teachers
could be very useful. Such materials (the one to do exams) should not be available to everyone

(students), but only to teachers”.

The threats to the validity of the conclusions of this survey are partially the same of the course
mapping study.

As regards internal validity, we have invited the teachers of the courses selected in the previous
course mapping study together with other teachers also having courses that should include testing
topics. We have not made publicly available the survey to avoid answers from teachers that were
not invited. Since the answers to the survey are anonymous, we cannot characterize the sample of
teachers that have answered to the survey. Anyway, since some of the questions are also part of the
course mapping study (e.g., if the course is completely or partial based on software testing topics,
if the course is held at master’s degree or bachelor’s degree and at which year), we have compared
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the two different samples of courses involved in the two studies and we observed similar
distributions.

Internal validity: We have provided closed answers and clear explanations of all the terms and
concepts involved in the proposed questions to avoid misunderstandings and wrong
interpretations of answers. We also have a specific question to now if the teacher was wrongly
invited (i.e., itis not the teacher of a course including testing topics) and this question allowed us to
filter out the answers of three teachers.

External validity: The sample of invited teachers is composed almost completely of teachers that
works in Italy, Spain, Portugal, Belgium and Netherlands. This sample may be representative of the
teaching in EU countries since the academic organizations are comparable, even if it could be not
representative of the rest of the world.

Many interesting information has been drawn from the analysis of the course mapping and the
answers provided by teachers to our survey.

In general, we can observe that software testing is not so diffused in computer science and
computer engineering degrees, at least in the considered data set. Only 15 out of 39 (38.5%)
considered universities offer a Software Testing specific course.

Moreover, 23% of Computer Science and Computer Engineering bachelor’s degrees do not teach
Software Testing topics at all.

The data we collected showed that software testing is almost always taught mixing theoretical and
practical lectures. Practical lectures are in average allocated the same time as theoretical lectures,
both in Programming and Software engineering courses and in those specifically dedicated to
software testing. We found no purely theoretical courses in software testing. Also, the assessment
methods are prevalently practical, based on projects and exercises. Only in 25% of courses the
assessment requires an oral examination.

We have observed a great fragmentation about the testing topics that are taught. As regards the
Curricula recommendations, only a minority of teachers refer to standard resources such as ACM
Curricula or SWEBOK to develop their course. Software testing courses tend to focus on a few topics:
with respect to the list of 22 testing topics proposed by IEEE/ISO 29119, 9 topics in average are
taught in Software Testing courses and 6 in average in other courses, such as programming or
software engineering ones.

There is also great fragmentation in the choice of testing materials. For example, we found that
almost half of the 49 courses covered by the survey did not use a testing book, while the remainder
used a total of 55 different books. No book was adopted in more than 15% of the courses.

JUnitis the Testing framework that is used in almost all the courses, probably because Unit Testing
is one of the most taught testing topics. Few other frameworks or tools are used by a significant
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number of courses. They are Selenium (for web testing), Evosuite, JMeter, Pit, Mockito that offer
support to different types of testing activities.

On the other hand, the most used coding language of software being tested is surely Java, that is
used in 84% of courses, whereas other languages such as Python or JavaScript are used only in few
courses.

A common issue encountered by teachers in software testing courses is the lack of realistic projects
to be used in the practical testing activities. In most cases, the software under test consists of toy
examples or student-made software samples, while only 15 courses out of 49 real open-source
systems are tested.

Test Driven Development appears surprisingly widespread (almost in half of the courses), even if
the practice of early introduction of testing topics in programming courses is not frequently
adopted. Adaptive Learning Models are very rarely adopted in Software Testing courses, and
automated assessment of students' testing skills is also quite rare. The use of specific tools
supporting learning is also not frequent.

Moreover, there is a lack in the adoption of gamification approaches; they are practiced only in 7
out of 49 surveyed courses and in 4 of them Code Defenders is used. On the other hand, at least 17
teachers admitted that they are favourable in the introduction of gamification mechanisms in their
courses.

As to the needs reported by teachers, there is a great consensus on the necessity of improved
teaching materials. Two thirds of the teachers would like to have more examples, solved exercises
and new books. As regards the fields of application of these desired teaching materials we have seen
that many different fields of testing have been named, without polarizations on few specific topics.
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6. Summary and Conclusion

Thanks to the studies we illustrated in this deliverable, we obtained a wide overview about the
current state of the practice in teaching testing that considers both Curricula recommendations,
scientific literature on testing education, and current teaching practices adopted by Software
Testing teachers.

In the successive T4.2 and T4.3 tasks of WP4, we will rely on the extracted recommendations, the
inventory of practices, and the learning needs of students and industry that will be defined by the
WP2 and WP3 tasks, to design the bite-sized capsule proposals to improve learning testing.
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