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Glossary

Abbreviation Description
HE Higher Education
KTT Knowledge and Technology Transfer
LE Large Enterprise
LTEM Learning-Transfer Evaluation Model
MBT Model-Based Testing
PDPP Planning, Development, Process, and Product evaluation
ROI Return of Investment
SME Small and Medium-sized Enterprise
VET Vocational Education and Training
WP Work Package
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Executive summary

WP5 in ENACTEST deals with performing empirical studies with the goal to provide evidence about
the improvement in learning performance of testing by the students, and the improvement of
knowledge transfer in industry. This deliverable, which is the first deliverable from WP5, describes
ENACTEST’s plan and offers an analysis of possible empirical studies and validation activities that
the consortium intends to perform to evaluate the project outcomes and measure their
effectiveness. Follow-up deliverables, namely D5.2 and D5.3, will report on the actual experimental
evaluation results based on the plans defined in this deliverable.
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Introduction

Work Package 5 (WP5) in ENACTEST is about performing empirical studies to provide evidence
regarding ENACTEST improvements in test education as well as in knowledge transfer in industry.
To achieve this, in this work package, we define and perform different tasks to provide effective
quality assessment of the project’s products and results.

Deliverable 5.1 is the first deliverable of this work package which captures the results of Task 5.1 on
“Plan and design the empirical studies”. In this deliverable, we develop and describe our plans for
the validation activities aimed to measure the effectiveness and usefulness of the project products
(capsules) for the target groups. We provide a brief overview of the state of the art regarding
guidelines for software engineering research, and existing validation solutions for educational
methods and knowledge and technology transfer in industry. The purpose of this state-of-the-art
overview is to identify some relevant and prominent existing works that can be of interest for
ENACTEST and can serve as a reference model for empirical studies and validation activities of the
project. We then provide the details of the experimental evaluation plan of the project.

ENACTEST
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State of the Art Analysis

Wohlin at al. in their book [14] defend that empirical research methods should be more frequently
used in software engineering. They introduce empirical studies highlighting their benefits in the
context of software engineering research and practice.

According to [14], there are three types of empirical strategies: surveys, case studies and
experiments. The main goals for carrying out a survey are descriptive, explanatory or exploratory
and the most common ways to collect data is through questionnaires and interviews. Case studies
investigate in a real-life context within a time limit and are particularly suitable for industrial
evaluation by avoiding scale-up problems. Experiments control the situation either in a laboratory
or in a real-life context. Experiments allow to confirm theories, confirm conventional wisdom,
explore relationships, assess models’ accuracy, and validate measures [7], [10], [12].

More recently, Stol et al. [16] recognize the value of previous work but argue that there are more
empirical methods that deserve attention besides surveys, case studies, and experiments. Also, they
state there is no agreement on an overall taxonomy of methods. Stol et al. adopt the term “research
strategy” to raise the level of abstraction above research methods discussion. They position eight
research strategies on the ABC framework. The ABC framework has two axes: generalization of
findings and obtrusiveness of the research. Field Experiments and Field Studies are more specific
while Sample Studies and Judgement Studies and more generic. Laboratory Experiments and
Experimental Simulations are more obtrusive while Formal Theory and Computer Simulations are
less obtrusive. In addition, they discuss these eight research strategies in software engineering,
presenting an application metaphor in other areas of knowledge, an application scenario in
Software Engineering, and presenting in which situations each strategy should be used.

In this project, we will use different empirical strategies, starting from the strategies defined in [14]
and considering the research strategies presented in [16]. Depending on the information that we
want to gather with the study, we will select the proper empirical strategy.

We will use a design-science based methodology in this project, which consists of the following
phases: awareness of the problem, design and evaluation of a possible solution, development of
the solution, and the evaluation of the implementation of the solution that is used to analyse the
results and obtain conclusions or identify a new problem to solve in a next iteration of the
methodology.

The validation of the outputs of the project (teaching capsules) will be performed mainly through
empirical studies to analyse the improvements, benefits and drawbacks. These studies correspond
to pilot experiments, controlled experiments and case studies that will be run to obtain quantitative
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and qualitative results. At the end of this validation process, we will count with evidence about the
effectiveness and usefulness of the proposed capsules for teaching testing.

We plan to use an iterative methodology following a continuous improvement cycle that uses the
results and feedback of validation to improve the outcomes of the project. We aim to take
advantage of the feedback of each stage to improve the previous ones and to continue with the
awareness of the problem, design, development, and evaluation.

The evaluation phase aims to determine if the learning capsules are successful. That is, to determine
whether the capsules are effective in achieving the desired learning outcomes. We plan to base the
evaluation phase on existing evaluation models. Some to consider and investigate further are:

o Kirkpatrick’s Four Levels of Training Evaluation
e Brinkerhoff’s Success Case Method

e Philips ROI Methodology

e Learning-Transfer Evaluation Model (LTEM)

e Anderson Model of Learning Evaluation

e PDPP evaluation model

The Kirkpatrick’s model [8] evaluates the results of training and learning programs rating them
according to four levels of criteria: reaction, learning, behaviour, and results. The first level is
concerned with learner’s takeaways, e.g., understanding of the learning objectives; usefulness of
course materials; and applicability of what was learned. The second level assesses if learners
acquired what was intended. This must be evaluated with pre and post learning assessments
through, e.g., exams. The third level assesses behaviour changes. Finally, the fourth level measures
direct results in an organization, like Key Performance Indicators.

The Brinkerhoff’s Success Case Method [2] compares and studies in detail the most and least
successful cases typically following a qualitative analysis. The starting point is to identify success
and failure cases and then interview people involved in those cases and gather facts and additional
details to establish evidence verifying the stories.

Philips ROl methodology [11] build upon Kirkpatrick model by adding a fifth level for calculating
the Return of Investment (ROI) of the training costs over business impact outcomes (tangible
monetary benefits as well as intangible benefits).

The Learning-Transfer Evaluation Model [13] has 8 tiers with the effects of learning transfer at the
top contrasting with inadequate learning evaluation methods at the bottom. This model aims to
overcome some limitations of the Kirkpatrick’s model. It also aims to be applied in different
environments, such as, at the classroom, e-learning, self-study, etc. The 8 tiers are: 1-attendance; 2-
activity; 3-learner perceptions; 4-knowledge; 5- decision making competence; 6-task competence;
7-transfer; 8-effects of transfer.

Anderson Model of Learning Evaluation [1] is a three-stage learning evaluation cycle meant to be
applied at the organization level. The first stage determines the alignment with strategies; The
second stage assesses and evaluates the learning contributions; The third stage defines the
approaches for the organization.

ENACTEST
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PDPP evaluation model [15] is a model with four phases for evaluating e-learning courses. It
includes planning (market demand, feasibility, target student group, course objectives, and
finance); development (instructional design, course material design, course web site design,
flexibility, student-student interaction, teacher/tutor support, technical support, and assessment);
process evaluation (technical support, web site utilization, learning interaction, learning evaluation,
learning support, and flexibility); product evaluation (student satisfaction, teaching effectiveness,
learning effectiveness, and sustainability).

The existing evaluation models, as the ones presented previously, will be studied in detail to
define/refine/adapt them to support the final evaluation of the developed software testing
capsules.

Knowledge and Technology Transfer (KTT) can be traced back to human pre-history when the
human species used languages to transfer tacit knowledge [3]. Various KTT models have been
conceptualized over the years to guide the KTT process. The KTT models can be used to transfer
knowledge and technology internally and externally. In general, the models in KTT could be
summarized as follows. Note that other categorizations (such as, pull and push models) also exist
in the literature.

1. Linear models for KTT: The simple linear model for knowledge and technology transfer
allows a one direction of transfer of knowledge and technology from the source to target.
For its simplistic structure and lack of feedback between the involved parties in the KTT
process, the linear model has been subjected to criticism in literature [9].

2. Interactive models for KTT: The interactive model emphasize the communication and
collaboration between the involved parties. The model allows a two-way process of
knowledge and technology transfer with active participation and a feedback loop between
the involved parties. An example of this model could be the one by Gibson and Smilor [5],
that conceptualize the KTT into three layers emphasizing communication between the
involved parties: development, acceptance, and application.

3. Transactional models for KTT: The transactional models for KTT emphasize on building a
mutually beneficial relationship between the involved partiesin the KTT process. Therefore,
the model views the KTT as a mutually beneficial transaction between the involved parties.

4. Transformational models for KTT: The transformational models for KTT emphasize the
creation of new knowledge and technology as a result of the KTT. In other words, in
transformational models, the receiving party is often able to use the transferred knowledge
to create new knowledge and technology. These models generally aid capacity building and
innovation.

5. Diffusion models for KTT: Diffusion model emphasizes the importance of understanding
how knowledge and technology spread and how to influence this process. This model views
the transfer of knowledge and technology as a process of diffusion, where knowledge and
technology spread through a population or organization.
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Each of these models has its own strengths and weaknesses, and the appropriate model to use will
depend on the specific context of the knowledge and technology transfer. Therefore, based on these
models, variations are proposed for addressing specific needs of KTT in various industries.

For example, variations of the same model exist in different forms, focusing on different aspects of
KTT. For example, Gorschek et al. [6] conceptualized a more detailed seven-stepped collaborative
research model with KTT transfer in mind forindustry-academia collaboration. This context-specific
model suggests starting with a review of what is needed in the industry, following several steps, as
follows (summarized in four steps).

1. Review of industrial needs: The model suggests identifying potential areas of
improvement and prioritize based on importance.

2. Problem formulation: Suggest formulating a research agenda for the identified areas of
improvements in step 1. This could be achieved in light of the state-of-the-art and practice.

3. Development & Evaluation: Candidate solutions addressing the problem are realized in
this step. After the development of the solutions, validation and evaluation is conducted in
both industrial and lab context to iterate over the solutions (if required).

4. Transfer: In this step, the improved solutions are released, achieving the KTT.

Experimental Evaluation Plan

The main goal of the ENACTEST project is to identify and design early and seamless teaching
materials for testing that are aligned with industry needs and that take into account the
characteristics and learning needs of students, as well as the integration of these teaching
innovations in curricula and training processes in VET, HE, and SMEs.

A summary of the expected results of ENACTEST related to empirical evaluations are:

- The description of the cognitive model that students and practitioners use for design test
cases, i.e., to learn what to test and how. The resultant cognitive model will be based on the
description of learning approaches by students and practitioners. To do that we need to
select at least 5 courses in VET and HE, and at least 5 students per course, to understand the
perceptions of the actual teaching methods. Moreover, we need to execute at least 5
experiments in 5 different courses (VET and HE) to understand the cognitive process of
students. And finally, we need to perform an experiment with 10 experts with thinking out
loud sessions to understand their cognitive processes. All this information will be used to
design a preliminary cognitive model that students and practitioners use for designing test
cases that will be validated with a survey to the students of at least 10 courses.
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- A repository that clearly presents the practice of training testing and the practice of
knowledge transfer among teams in industry. This repository will be filled in with the
information from 3 focus groups and interviews of at least 10 key actors and also from well-
known reports such as Gartner. Moreover, we will gather information from the observation
of how the knowledge transfer is performed inside a team, between teams and from expert
testers to novice testers. To do that, members of the consortium will participate in at least
3 technical meetings among different teams in industry which will be coordinated with the
partners but will not be informed to the teams.

- Theidentification of voids that must be fulfilled by the teaching materials for testing. To do
that we need to perform a mapping from the practice of training testing in industry and the
currently available teaching techniques and materials for test case design.

- Arepository with current practices used for teaching testing which will be filled in with a
mapping information from standards curricula for testing, a mapping review of scientific
publications related to teaching/learning testing, and the observation of materials and
interviews of at least 10 teachers of BSc courses and at least 10 teachers of MSc courses.

- The design of 10 teaching capsules, which includes the preliminary versions of the
instructional teaching materials (e.g., code, test samples, quizzes, design procedural
information, etc.). The partners need to perform one pilot study for each teaching testing
capsule designed to gather information about their effectiveness / usefulness and
responsiveness of the project products towards the target groups’ needs.

- Prototypes of tools and frameworks implementing the testing teaching capsules designed.
For each of them the source code and all the documentation artefacts allowing its use,
reuse, and configuration will be made available through a repository. Also, the teaching
instructional materials will be updated accordingly. To validate the testing capsules, we will
perform one experiment for at least 8 teaching capsules developed in order to provide
evidence of the learning performance of students and knowledge transfer.

The following table shows some internal courses taught by professors and experts who are
members of the consortium that can be used as target courses for performing validation of the
project products, the capsules.
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Internal Course Title MSc/BSc | Contact Person
Partner
upP Software Testing, Verification and MSc Ana Paiva (apaiva@fe.up.pt)
Validation
UPv Software Testing MSc Tanja Vos
(tvos@dsic.upv.es)
UNINA Software Testing MSc Porfirio Tramontana
(ptramont@unina.it)
UNINA Software Engineering BSc Anna Rita Fasolino
(fasolino@unina.it)
KU Leuven | Architecture and Modeling of MSc Monique Snoeck
Management Information Systems (monique.snoeck@kuleuven
(Course Topics is MDE) .be)
Cesur Multiplatform Application VET Agnieszka Wilmont
Development and Web Application (europa@grupocoremsa.co
Development m)

The following table shows some possible candidates for external partners to collaborate in
validating the project's products, the capsules.

External Partner

Alstom
Westermo

Malardalen University

Utrecht University

NHL Stenden University
of Applied Sciences
Tshwane University of
Technology

Instituto Politécnico de
Beja

Zurich University of
Applied Sciences

ISEP
University of Aveiro

Type

Industry (LE)
Industry (LE)

Academia
Academia
Academia

Academia

Academia

Academia

Academia
Academia

Domain

Railway
Industrial

network
Higher education
Higher education

Higher Education

Higher education

Higher education

Higher education

Higher Education
Higher Education

ENACTEST

Country

Sweden
Sweden

Sweden

The
Netherlands
The
Netherlands
Pretoria,
Sudafrica

Beja, Portugal

Winterthur,
Switzerland

Porto, Portugal
Porto, Portugal

Contact
partnerin
the
consortium
RISE
RISE

RISE

upv

upv

upv

upv

upv

INOVA +
INOVA +
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IPCB (Institute of Academia Higher Education

Castelo Branco)

Minho University Academia Higher Education

DataControl Industry Industrial
network

RUMOS Industry VET

13

Castelo Branco, | INOVA +
Portugal

Guimaraes, upP
Portugal

Spain CESUR
Portugal up

SME: Small and Medium-sized Enterprise, LE: Large Enterprise, VET: Vocational Education and

Training.

The following table shows the plan for the validation activity. It shows the tasks, the planned start

and end dates, and the envisioned results.

Task Start Date

End Date Results

EP_T1: Define courses and groups (students, M1
teachers) target for performing evaluations
and empirical studies

M12 (T5.1) | List of courses and
groups

EP_T2: Study existing evaluation modelsand | M3
metrics and define/refine/adapt those to
support the evaluation

M12 (T5.1) | Evaluation model

EP_T3: Design studies/experiments to M4
evaluate the learning capsules (e.g., pilot
experiments, controlled experiments, and

M12 (T5.1) | Design of the
studies/experiments
to evaluate learning

experiments and produce recommendations
to improve the capsules

case studies) capsules
EP_T4: Validate requirements for learning M13(T5.2) | M17 Report on the
capsules validation
EP_T5: Run studies/experiments over M13 M24 (T5.2) | Data collection
preliminary versions of learning capsules

EP_T6: Analyse the results of preliminary M13(T5.2) | M24 (T5.2) | Reporton the

evaluation

EP_T7: Refine the evaluation method based M13 (T5.2)
on the preliminary studies/experiments

M24 (T5.2) | Evaluation method
refined

EP_T8: Run studies over final versions of the M24 (T5.3)
learning capsules

M36 (T5.3) | Data collection

EP_T9: Analyse the results of final M24 (T5.3)
experiments and produce final conclusions

M36 (T5.3) | Report with final
conclusions
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The following table shows some tentative learning capsules that can be developed during the
project. For each capsule, we identify the envisioned research strategy and the experimental
evaluation method; the partners involved; and the preliminary schedule for each delivery
(prototype, 1st version and 2nd version). This table should be interpreted as suggestions for
capsules that may change throughout the project depending on the intermediate results we will
obtain.

Project outcome (Foreseen capsules) Experimental Involved Preliminary time
evaluation partners plan (e.g., M6, ...)
method (externals

1 Online game for the early
introduction of testing in
computational thinking for initial
programmers

Experiment with
questionnaires
about
perceptions

marked with *)
UpPv

Prototype:M12
1stversion:M18
2"version:M24

2 Semi-structured clinical interviews Experiment UPV Prototype:M18
and testimonies to teach testing and 1% version:M24
promote the A-HA moments 2"version:M30
3 Collection of analogue games for Experiment with | UPV, Prototype:M12
practicing essential testing skills of questionnaires NHL Stenden* 1* version:M18
testing and how to do them in the about 2"version:M24
classroom perceptions
4 Mutation Testing Game Experiment; up Prototype:M12
questionnaires; 1%t version:M18
student’s notes; 2"version:M24
exercises
5 Educational Game for white box test =~ Experiment; up Prototype: M12
case design questionnaires; 1* version:M18
student’s notes; 2"version:M24
exercises
6 Educational Module for practicing Experiment UNINA Prototype: M12
Test Smell Detection/ Removal 1%tversion:M18
2"version:M24
7 Educational Game for “Man vs. Experiment UNINA Prototype: M12
Automated Testing Tools challenges” 1*version:M18
2"version:M24
8 Model-based coverage Experiment KU Leuven Prototype: M12
1* version:M18
2"version:M24
9 Requirements-based testing with a Experiment KU Leuven Prototype:M18

focus on negative testing

ENACTEST
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2"version:M30

10 Automated state-based testing Experiment with | RISE, Prototype: M12
surveys Malardalen 1* version:M18

University* 2"version:M24

11 BDD Acceptance Testing Theory with NEXOQA Prototype: M12
practical 1%t version:M18

exercises 2"version:M24

12 Cyber Security Web Testing Theory with NEXOQA Prototype: M12
practical 1%t version:M18

exercises 2"version:M24

To design the proper evaluation methods (e.g., “research strategy” in [15]), we need to decide on
which aspects (e.g., tier in [13]) we are going to evaluate. According to [15], an Experimental
Simulation allows to “evaluate/measure behaviour of participants on a set of tasks in a setting that
seeks to resemble a real-world setting”. At this point, this seems to be the most proper research
strategy to use. As such, the experiments may simulate a real classroom scenario where students
use the capsules to learn a software testing topic as if it was a “real” class. This setting is different
from a real class because, among others, we are going to collect data from their learning activity
that may not be collected in a real situation.

We envision three important time stamps: before, during, and after the learning experiment. We
may need to perform some questionnaires before and after. During the experiment, we will need to
decide on which methods/techniques we will use to gather the data we need (e.g., notes; and sheets
with test cases) without being too intrusive. After the experiment, we may collect some data through
questionnaires/surveys and some results, such as, coverage, and number of mutants killed,
depending on the capsule. After all this, we will be able to assess the usefulness and effectiveness
of the capsule. The target participants may be students, and teachers, as diverse as possible.

In the following paragraphs, a brief description of the evaluation strategy and method specific to
each capsule is given.

1. Online game for the early introduction of testing in computational thinking for initial
programmers (UPV)

Gamification has been demonstrated to be an effective way to improve motivation of students. This
capsule is a web game that aim to create test awareness for students that are learning
computational thinking. We plan to use the game with students of programming courses. We will
use questionnaires to evaluate the perceptions of students about the use of this game as a
complementary technique for learning computational thinking and to generate testing awareness
at the beginning of their career. Moreover, we will ask for specific concepts of test case design to
evaluate the effectiveness of the game.

We plan to use questionnaires for gather information from the professors about the ease of use of
the capsule.

ENACTEST
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2. Semi-structured clinical interviews and testimonies to teach testing and promote the A-HA
moments (UPV)

Testing skills are related to technical proficiency as well as management of the uncertainty. This
capsule is focused in this second group of skills. We plan to simulate a realistic testing situation as
much as possible by making sure the testers will face uncertainty and novelty while completing their
tasks.

To do that we plan to perform an experiment with students that have some knowledge of testing
techniques. The students will participate in pairs. They will use the Testcompass tool to create the
test models for the specific SUT. Students must dialogue and critique between them how to solve
the problem (thinking out loud). The professor will perform open-ended questions and an
interviewer maintains a flexible questioning structure to explore alternative hypotheses about the
participant’s thinking. We plan to record all the sessions.

After the experiment, we want to analyse what information did the participants use from the task,
the knowledge base on which the participants seemed to rely, the rules and procedures of the
recurrent skills, the sequences of activities (or processes) that are associated with making sense
and the nonrecurrent skills needed for software testing and the goal to build sufficient new
knowledge to make an informed decision on the quality of different types of SUTSs.

3. Collection of analogue games for practicing essential testing skills of testing and how to do them
in the classroom (UPV)

Concrete games help students to retain knowledge so that they are gaining more attention in
education. We plan to create concrete games by using cards to practice testing skills. We will
perform an experiment to evaluate the effectiveness of the concrete games and we will use
questionnaires to gather the perceptions of students about usefulness and ease of use of these
games.

Moreover, we plan to use questionnaires to obtain the intention to use of these games in other
courses by professors.

4. Mutation Testing Game (UP)

Mutation analysis may be used to assess the test efficacy. Mutation testing leverages mutation
analysis to guide test case generation and improve the test suite. There are many tools supporting
mutation testing but are very diverse. It is important to know the testing concepts behind mutation
testing and the challenges to overcome to improve its efficiency.

We aim to develop a game where students can experience different challenges, such as, identify
which test cases kill which mutants; write test cases to kill mutants; change the order of the test
cases to kill the mutants faster; build the test cases kill matrix; identify equivalent mutants; identify
dead code; reduce the test suite to kill as much mutants as possible; and be aware of mutation
testing challenges.

ENACTEST
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We envision to perform questionnaires/surveys before, during and after playing the game to assess
motivation, engagement, knowledge acquisition, perception of usefulness, usability among others.
Also, we foresee an experiment where students play the game to practice the concepts while
collecting data about the challenges that the students had to solve. Then we plan to perform an
exam/questionnaire to assess if students have acquired the concepts. The goal is to compare the
knowledge of the students before and after playing the game to assess if they helped in the
knowledge acquisition. We also aim to perform some questionnaire to the teachers to assess
usefulness and usability from their perspective, for instance, assess if the game was easy to use and
easy to integrate in their courses.

5. Educational Game for white box test case design (UP)

In white box testing, test cases are designed based on the software code. There are different
techniques/criteria, such as, statement, condition, decision coverage, MCDC, among others.

We aim to develop a game where students must design test cases to achieve 100% code coverage
according to different criteria.

We plan to perform questionnaires (before, during and after playing the game) and an experiment
where students play the game and after that perform an exam to assess knowledge acquisition.
During the game, we plan to collect data on the code coverage achieved by student-designed test
cases. We also aim to perform a questionnaire to the teachers to assess usefulness and usability of
the game from their perspective.

6. Educational Module for Practicing Test Smell Detection and Removal (UNINA)

Test Smells are an advanced topic in Software Testing teaching, which can be taught to students
who already have test code development skills, e.g. Master Students of a Software Testing course.

The identification and removal of test smells on existing test cases may be challenging tasks.
Automatic test smells identification tools based on static analysis of the test source code (e.g.
tsDetect from ) may be used to evaluate to what extent these tasks have been
accomplished. In this context we intend to develop a capsule where 1) students will be able to
implement self-assessment tests about test smell detection, and 2) they will be able to compete or
collaborate in the identification and removal of smells in real time.

The validation of the capsule will be based on experiments where we evaluate the effectiveness of
the learning module by measuring different metrics, such as means of the number of identified /
correctly removed test smells and the time needed to perform the activity with or without the
pressure due to the competition with other students. Surveys and questionnaires may be used to
assess the acquisition of skills and competencies about test smells. In addition, the usability of the
capsule can be evaluated both by the teacher and by the student's perspective by surveys and
questionnaires.

ENACTEST
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7. Educational Game for “Man vs. Automated Testing Tools challenges” (UNINA)

Tools supporting the automatic generation of test cases are becoming widespread both in
academia and industry. Some examples are Randoop (a random testing tool), EvoSuite (an
evolutionary testing tool), or Al-based approaches such as Github Copilot that provides JUnit test
cases for unit testing. Compared to manual test case generation, these tools have different points
of strength and weakness, so that an important capability requested to testers is to know how to
combine the potentialities of automatic test case generation tools with the strategies and intuitions
of human testers.

In order to stimulate students to explore the differences between manual and automated testing
techniques, we propose a capsule that exploits the mechanism of competition between the student
and the automatic testing tool. The capsule will provide a mean for inviting students to design
effective test cases that may improve and complete the ones generated by automatic tools. Gaming
mechanisms such as using progressive difficulty levels may be introduced, by operating on the
configuration of the tools.

The capsule may be used as a way of practicing test case development both by bachelor's degree
students who received introductory lectures on unit testing with JUnit and by master's degree
students having confidence with advanced testing strategies.

To validate this capsule, we intend to carry out experiments aimed at assessing the improvement
of the students’ testing performance and their awareness about the strengths and limitations of
automated tools.

8. Model-based coverage (KU Leuven)

In a Model-Driven Engineering (MDE) context, executable code is automatically generated from a
conceptual model of the software. The MERODE approach is an MDE tool, in which Java code can
be generated from class diagrams and state charts. The class diagram models the object types of a
software system and their relations to each other, while the state charts define the behaviour of the
object types.

However, even under the assumption that the translation from models to executable code happens
correctly, there is no guarantee that the designed model, correctly models the expected behaviour
(requirements) of the software system. It is for instance possible that some requirements are
implemented incorrectly or are even outright missing in the model.

A complete validation requires visiting all parts of the software to verify its conformance to the
requirements. The coverage can be expressed as coverage of the model since each part of the
software can be uniquely traced back to the model elements it was generated from. This is where
TesCaV comes in. TesCaV is a tool that can be integrated within the MERODE approach. TesCaV
allows users to get feedback about the test cases that have and have not been executed by the
manual experimenting with the generated code. TesCaV generates this feedback via a Model-Based
Testing (MBT) approach. In MBT, test cases are automatically generated given the software model.
These test cases are based on criteria, which for instance aim to cover all transitions in a state chart.
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The fact that TesCaV, contrary to other MBT tools, does not automatically execute these generated
test casesimplies that it can be used as an educational tool. Students are able to get feedback about
the manual testing they have done on the generated code, by running TesCaV and considering the
feedback that TesCaV provides.

Validation of this capsule will be performed through experimentation and surveys gauging for
perceived utility and ease of use.

9. Requirements-based testing with a focus on negative testing (KU Leuven)

When testing an application against requirements, users will typically only formulate and execute
“positive allowed” scenarios, i.e. scenarios where the user’s goal is satisfied in expected (allowed)
circumstances. It is, however, equally important to consider unallowed circumstances (e.g.,
withdrawing money (satisfied goal) from someone else’s account (not allowed)). The goal of the
capsuleisto teach students to consider 4 types of scenarios arising from the combination of positive
and negative scenarios (goal satisfied or not) in allowed or disallowed circumstances. This more
complete form of testing helps to discover faults and missing constraints.

Validation of this capsule will be performed through experimentation.

10. Automated state-based testing (RISE)

State-driven systems could be represented as finite-state machines to aid early validation, code,
and documentation generation. This capsule will use the N+ strategy to automatically generate test
cases from state models based on various coverage criteria. In addition, model-level mutation
operators will be used to design an experiment to assess the quality of the generated test suite.
Furthermore, a survey will be sent out after the capsule execution to document the perception and
feedback of the participants.

11. BDD Acceptance Testing (NEXO QA)

Behaviour-Driven Development (BDD) is a software development method that concentrates on user
requirements and expectations, facilitating collaboration among developers, testers, and product
owners., which focuses on automating acceptance tests.

This is a learning capsule that helps students understand the basics of BDD and how to define
acceptance tests that are then generated into automated tests, using the tool Cucumber.

The capsule sets out to cover the basics of:
1) Defining BDD scenario in gherkin format

2) Using the tool Cucumber to automate acceptance tests
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After having carried out this capsule, students will understand the fundamentals of BDD, using
Gherkin Sytnax for acceptance testing and the Cucumber tool. Validation of this capsule will be
performed through experimentation.

12. Cyber Security Web Testing (NEXO QA)

Cyber crime is now more apparent more than ever before and can be found in many forms from
hacking & penetrating software to fishing & swishing and as it continues to rise year after year, the
software industry is paying an enormous amount of attention to make software more secure. with
this, the software testing community is realising the need to have cyber security testing
incorporated into the SDLC and continuous development.

This is a learning capsule that helps students gain an understanding of the fundamentals of
cybersecurity testing and to apply frequently used techniques that can be used for testing the
security of web software as well as using some of the most commonly used tools for simulating
cyber attacks.

The capsule sets out to cover the basics of:

1) Penetration testing leveraging Dynamic Application Security Testing (DAST) and the tool PWASP
Zap.

2) SQL injection
3) Cross-site scripting

After having carried out this capsule, students will understand the fundamentals of cybersecurity
web testing, basic techniques for testing web security and some of the most commonly used tools
in the industry. Validation of this capsule will be performed through experimentation and surveys
gauging for perceived utility and ease of use.

The evaluation process of the envisioned capsules can also entail some risks which may cause
deviations in the evaluation plans or impact the results of the evaluations. Therefore, paying
attention to such risks isimportant to mitigate any probable deviations from the defined plans, and
to ensure the soundness of the observed results and outcomes of the evaluation process in order to
draw correct conclusions. In this section, we highlight some of the main risks and validity threats
that can arise during the evaluation process of the capsules.

The first issue that may cause deviations with the respect to the plans that are defined in this
deliverable is related to the readiness of the capsules. If the implementation of some capsules takes
more time or encounters some problems, this, in turn, may cause delays in the evaluation process
of those capsules. One way to mitigate such a risk is to develop capsules in an iterative and
incremental manner so that early prototypes of each capsule are ready in time to be able to start
their evaluation process. In other words, while a full-scale evaluation may require the
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implementation of capsule to be complete, having early prototypes and intermediate versions can
mitigate potential delays in the evaluation. Additionally, evaluations may still be possible as they
can be started by having a partial implementation of a capsule. Therefore, for the implementation
of capsules, we consider different intermediate and prototype versions. Of course, some
evaluations may require complete implementations to be in place, but this way, we can at least
mitigate delays with some evaluations and execute them in parallel to the implementation process
of the capsules.

Another risk that may have some impacts on the results of the evaluations is when students drop a
course in the middle of the evaluation process and while the course is still running and not finished.
In such a case, those students may have been included in initial interviews and surveys, but then
not available at the end of a course, when a follow-up interview and survey is planned. This can
imply that in executing our evaluations it can be important to be able to trace which data points in
our studies belong to such students that are no longer in the course, so that we can exclude them
from the final results if needed or treat them appropriately and make right conclusions regarding
them. Moreover, including more students than strictly needed right from the start will mitigate for
the risk of having to drop a few data points.

Availability of teachers and courses can also be an important factor to take into account for planning
the evaluation activities. The scheduling of some courses, for instance, may change or teachers may
become unavailable due to unforeseen reasons (e.g., sick leaves) which again might cause some
deviations in the evaluations that we have planned for the project outcomes. This risk will be
mitigated by planning activities well ahead, and having a larger pool of teachers and courses to
select from.

With respect to the participants in the evaluations and involved students, their behaviours and the
way they consider our evaluations (e.g., their attitude and seriousness) might also have some effects
on the observed results. For some complex and rather more technical questions, if participants use
external sources as help, this can have some impacts on the results we may observe. This risk is hard
to mitigate. When discussing the results, the extent of the impact of these factors will be estimated
and if needed considered as a limitation of our research.

There is also a risk associated with the environment setup for the experiments and whether the
necessary equipment is available or need to be ordered. For instance, some of the experiments may
require recording (video and /or audio) of the participants, and therefore, having proper equipment
and the right setup can have impact of the results of our observations. This risk can be mitigated by
proper pre-testing. Moreover, the features of some equipment and solutions (e.g., automatic
transcription) may also help us save some time in the evaluation process.

Finally, proper division of the work is also important to enable comparability among different
participant groups. For instance, different background of the students and participants in the
experiments should be taken into account and carefully analyzed. In this context, if there are too
many variables, this can negatively impact consolidation of the results, and also replicability of the
experiments. When discussing the results, the extent of the impact of these factors will be estimated
and if needed considered as a limitation of our research.
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Summary and Conclusion

As the first delivery of WP5, this document detailed the plan regarding the evaluation of project
results. Towards this goal, we identified a list of potential partners, courses, as well as a list of
project capsules (known and defined by M6 of the project). For each capsule, we also provided a
brief description regarding the evaluation process that is considered for evaluating its impact and
usefulness. Moreover, a concise analysis of related work and existing studies from the literature that
can be helpful to define and design the experiments and evaluation methods of the project were
also provided in this deliverable. We also identified a set of risks that may occur in performing the
evaluations, and discussed possible mitigation means. Finally, it isimportant to note that while this
deliverable serves as an initial plan, when it comes to implementing and executing the actual
evaluations and experiments, some deviations from this plan may naturally happen, especially as
new details and insights will be available, and also changes such as availability of courses or
external partners may occur.
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