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Testing software is very important, but not done well, resulting in problematic and erroneous software applications. The cause radicates from a
skills mismatch between what is needed in industry, the leaming needs of students and the way testing is currently being taught at HEs and
VETs.

The goal of this proposal is to identify and design seamless teaching materials for testing that are aligned with industry and leaming needs.

The main activities are related to the research in cognitive models for leaming testing, the identification of industry needs of testing for the
training and knowledge transfer processes, the design and development of teaching testing capsulesincluding the instructional materials that
take into account the cognitive models of students and the industry needs, and the validation of the teaching testing capsules developed during
the project.

These consortium of the ENACTEST project designed, developed, and validated 17 teaching and testing capsules during the project, which could be
easily integrated into the curricula of the partners and industry processes.

What are ENACTEST Capsules? = —
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The capsules are teaching materials for software testing education. These capsules
correspond to teaching materials that exploit gamification, learing environments;
and didactic materials such as slides, examples and exercises.

In this context the ENACTEST project consortium is pleased to share on the second page of
this leaflet a brief description of the first capsules developed.

For more information, you can also consult our capsule repository, available on the
website: : - -
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Model-defenders is a browser game where students can create mutants
on a model under test and create test cases to expose the errors that
were introduced in a model. By playing the game, the students will
achieve a higher model coverage with their test cases and gain a better
understanding of modelling constructs via the survival/death of
mutants and killing test cases in accordance with mutation testing.

Capsule 11 teaches how to use Behavor Driven Development (BDD) as a
test-first software development method that concentrates on user
requirements and expectations, facilitating collaboration among
developers, testers, and product owners, focusing on automating
acceptance tests. This is a learning capsule that helps students
understand the basics of BDD and how to define acceptance tests that
are then generated into automated tests, using the tool Cucumber.

The capsule sets out to cover the basics of understanding the concepts
of DBB, defining BDD scenarios in gherkin format, using the tool
Cucumber to automate tests. After having carried out this capsule,
students will understand the fundamentals of BDD, using Gherkin
Sytnax for acceptance testing and the Cucumber tool.

TesCav is a tool that provides visual feedback about the coverage
achieved by manually testing a prototype application generated from a
conceptual model. The feedback is provided to the students on their
demand, leaving the student in control. When a student is done
testing, the log of the testing activities is available to share with
teachers. Through the use of TesCaV, the students will learn to achieve
a higher test coverage of the system under test.

Teachers can use the software to have students testing a pre-made
application, or let the student test their own application created with
the Merlin modelling tool.

Test design techniques (TDT) are essential for creating efficient,
effective, and comprehensive test cases. They help ensure that software
is thoroughly tested while optimizing time and resources.

The training introduces various TDTs, focusing on their importance and
practical applications. Black box testing techniques are covered first,
including equivalence partitioning and boundary value analysis.

White box testing techniques are then explored. Topics include
statement coverage and decision-coverage, which ensure that all code
paths and decision points are tested.

Experience-based testing techniques are also addressed, highlighting
their value in leveraging testers' expertise and intuition. Methods such
as error guessing and exploratory testing allow testers to uncover
hidden defects through informed and adaptive testing approaches.

This training equips participants with the skills to apply these
techniques effectively, enhancing the overall quality and reliability of
their testing efforts.

Capsule 12 teaches the fundamentals of cybersecurity testing and how
to apply frequently used techniques that can be used for testing the
security of web software as well as using some of the most commonly
used tools for simulating cyber-attacks.

The capsule sets out to cover the basics of cybersecurity testing
applying the OWASP testing methodology and leveraging Dynamic
Application Security Testing (DAST). After having carried out this
capsule, students will understand the fundamentals of cybersecurity
web testing, basic techniques for testing web security and how to use
the OWASP Penetration Testing Kit.
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